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SECURITY SERVICES

X.800 defines a security service as a service that is provided by a protocol layer of
communicating open systems and that ensures adequate security of the systems or of data
transfers.

Perhaps a clearer definition is found in RFC 2828, which provides the following
definition: a processing or communication service that is provided bya system to give a specific
kind of protection to system resources; security services implement security policies and are
implemented by security mechanisms.

X.800 divides these services into five categories and fourteen specific services (Table

1.2). We look at each category in turn.

Iable 1.2 Security Services (X.800)

AUTHENTICATION DATA INTEGRITY
The assurance that the communicating entity is the The assurance that data received are exactly as
one that it claims to be. sent by an authorized entity (i.c., contain no
modification, insertion, deletion, or replay).
Peer Entity Authentication
Used in association with a logical connection to C ction Integrity with R ¥
provide confidence in the identity of the entities Provides for the integrity of all user dataon a
connected. connection and detects any modification, insertion,
deletion, or replay of any data within an entire data
Data-Origin Authentication sequence, with recovery attempted.
In a connectionless transfer, provides assurance that
the source of received data is as claimed. C ction Integrity without Re ¥
As above, but provides only detection without recovery.
ACCESS CONTROL

Selective-Field Connection Integrity

Provides for the integrity of sclected fields within the
user data of a data block transferred over a connec-
tion and takes the form of determination of whether
the selected fields have been modified, inserted,

The prevention of unauthorized use of a resource
(i.c.. this service controls who can have access to a
resource, under what conditions access can occur,
and what those accessing the resource are allowed
to do).

deleted, or replayed.
DATA CONFIDENTIALITY Connectionless Integrity
The protection of data from unauthorized Provides for the integrity of a single connectionless
disclosure. data block and may take the form of detection of
. data modification. Additionally, a hmited form of
Connection Confidentiality replay detection may be provided.

The protection of all user data on a connection.
x e Selective-Field Connectionless Integrity
Connectionless Confidentiality Provides for the integrity of sclected ficlds within a single
The protection of all user data in a single data block connectionless data block: takes the form of determina-
Selective-Field C. giality tion of whether the selected ficlds have been modified.

The confidentiality of selected ficlds within the user NONREPUDIATION

data on a connection or in a simgle data block. 3 T
Provides protection against denial by one of the

Traffic-Flow Confidentiality entitics involved in a communication of having
The protection of the information that might be participated in all or part of the communication.
derived from observation of traffic flows.

Nonrepudiation, Origin

Proof that the message was sent by the specified party.
Nonrepudiation, Destination

Proof that the message was received by the specified
party.
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Reference :William Stallings, Cryptography and Network Security: Principles and Practice, PHI 3rd Edition, 2006

Authentication

The authentication service is concerned with assuring that a communication is authentic.
In the case of a single message, such as a warning or alarm signal, the function of the
authentication service is to assure the recipient that the message is from the source that it claims
to be from.

In the case of an ongoing interaction, such as the connection of a terminal to a host, two
aspects are involved.

First, at the time of connection initiation, the service assures that the two entities are
authentic, that is, that each is the entity that it claims to be.

Second, the service must assure that the connection is not interfered with in such a way
that a third party can masquerade as one of the two legitimate parties for the purposes of

unauthorized transmission or reception.

Two specific authentication services are defined in X.800:

« Peer entity authentication: Provides for the corroboration of the identityof a peer entity in an
association. Two entities are considered peers if they implement to same protocol in different
systems; e.g., two TCP modules in two communicating systems. Peer entity authentication is
provided for use at the establishment of, or at times during the data transfer phase of, a
connection. It attempts to provide confidence that an entity is not performing either a

masquerade or an unauthorized replay of a previous connection.

» Data origin authentication: Provides for the corroboration of the sourceof a data unit. It does
not provide protection against the duplication or modification of data units. This type of service
supports applications like electronic mail, where there are no prior interactions between the

communicating entities.
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Access Control

In the context of network security, access control is the ability to limit and control the
access to host systems and applications via communications links. To achieve this, each entity
trying to gain access must first be identified, or authenticated, so that access rights can be

tailored to the individual.

Data Confidentiality

Confidentiality is the protection of transmitted data from passive attacks. With respect to
the content of a data transmission, several levels of protection can be identified. The broadest
service protects all user data transmitted between two users over a period of time.
For example, when a TCP connection is set up between two systems, this broad protection
prevents the release of any user data transmitted over the TCP connection.

Data Integrity

As with confidentiality, integrity can apply to a stream of messages, a single message, or
selected fields within a message. Again, the most useful and straightforward approach is total
stream protection.

A connection-oriented integrity service, one that deals with a stream of messages, assures
that messages are received as sent with no duplication, insertion, modification, reordering, or
replays. The destruction of data is also covered under this service.

Thus, the connection-oriented integrity service addresses both message stream
modification and denial of service. On the other hand, a connectionless integrity service, one that
deals with individual messages without regard to any larger context, generally provides
protection against message modification only.

We can make a distinction between service with and without recovery. Because the
integrity service relates to active attacks, we are concerned with detection rather than prevention.
If a violation of integrity is detected, then the service may simply report this violation, and some
other portion of software or human intervention is required to recover from the violation.

Alternatively, there are mechanisms available to recover from the loss of integrity of
data, as we will review subsequently. The incorporation of automated recovery mechanisms is, in

general, the more attractive alternative.
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Nonrepudiation

Nonrepudiation prevents either sender or receiver from denying a transmitted message.
Thus, when a message is sent, the receiver can prove that the alleged sender in fact sent the
message. Similarly, when a message is received, the sender can prove that the alleged receiver in

fact received the message.

Availability Service

Both X.800 and RFC 2828 define availability to be the property of a system or a system
resource being accessible and usable upon demand by an authorized system entity, according to
performance specifications for the system (i.e., a system is available if it provides services
according to the system design whenever users request them).

A variety of attacks can result in the loss of or reduction in availability. Some of these
attacks are amenable to automated countermeasures, such as authentication and encryption,
whereas others require some sort of physical action to prevent or recover from loss of availability
of elements of a distributed system.

X.800 treats availability as a property to be associated with various security services.
However, it makes sense to call out specifically an availability service. An availability service is
one that protects a system to ensure its availability.

This service addresses the security concerns raised by denial-of-service attacks. It
depends on proper management and control of system resources and thus depends on access

control service and other security services.

CS8792-CRYPTOGRAPHY AND NETWORK SECURITY



ROHINI COLEGE OF ENGINEERING AND TECHNOLOGY

SECURITY MECHANISMS

Table 1.3 lists the security mechanisms defined in X.800. The mechanisms are divided
into those that are implemented in a specific protocol layer, such as TCP or an application-layer
protocol, and those that are not specific to any particular protocol layer or security service.

lable 1.3 Security Mechanisms (X.800)

SPECIFIC SECURITY MECHANISMS

May be incorporated into the appropriate protocol
layer in order to provide some of the OSI secunity
SETVICES.

Encipherment

The use of mathematical algorithms to transform
data into a form that is not readily intelligible. The
transformation and subsequent recovery of the
data depend on an algorithm and zero or more

encryption keys.

Digital Signature

Data appended to, or a cryptographic transformation
of, a data unit that allows a recipient of the data unit
to prove the source and integnty of the data unit and
protect against forgery (c.g.. by the recipient).

Access Control
A variety of mechanisms that enforce access rights to
Tesources.

Data Integrity
A varicty of mechanisms used to assure the integrity
of a data unit or stream of data units

Authentication Exchange
A mechanism intended to ensure the identity of an
entity by means of information exchange.

Traffic Padding

The insertion of bits into gaps in a data stream to
frustrate traffic analysis attempts.

Routing Control

Enables selection of particular physically secure
routes for certain data and allows routing changes,
especially when a breach of security is suspected.

Notarization
The use of a trusted third party to assure certain
properties of a data exchange.

PERVASIVE SECURITY MECHANISMS

Mechanisms that are not specific to any particular
OSI security service or protocol layer.

Trusted Functionality
That which is perceived to be correct with respect to
some criteria (e.g., as estabhished by a secunity pohicy).

Security Label

The marking bound to a resource (which may be a
data unit) that names or designates the security
attributes of that resource.

Event Detection
Detection of security-relevant events.

Security Audit Trail

Data collected and potentially used to facilitate a
security audit, which i1s an independent review and
examination of system records and activities.

Security Recovery

Deals with requests from mechanisms, such as event
handling and management functions, and takes
recovery actions.
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ble 1.4 Relationship Between Security Services and Mechanisms

Mechanism

Digital Access Data Authentication Traffic Routing
Service Encipherment Signature | Control | Integrity Exchange Padding Control Notarization
Peer Entity Authentication Y Y Y
Data Origin Authentication Y Y
Access Control Y
Confidentiality Y Y
Traffic Flow Confidentiality Y Y Y
Data Integrity Y Y Y
Nonrepudiation Y Y Y
Availability X Y

Reference :William Stallings, Cryptography and Network Security: Principles and Practice, PHI 3rd Edition, 2006

X.800 distinguishes between reversible encipherment mechanisms and irreversible
encipherment mechanisms. A reversible encipherment mechanism is simply an encryption
algorithm that allows data to be encrypted and subsequently decrypted. Irreversible encipherment
mechanisms include hash algo-rithms and message authentication codes, which are used in

digital signature and message authentication applications.

Table 1.4, based on one in X.800, indicates the relationship between security services and
security mechanisms.

A model for much of what we will be discussing is captured, in very general terms, in
Figure 1.4. A message is to be transferred from one party to another across some sort of Internet
service. The two parties, who are the principals in this transaction, must cooperate for the
exchange to take place. A logical information channel is established by defining a route through
the Internet from source to destination and by the cooperative use of communication protocols
(e.g., TCP/IP) by the two principals.
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