ROHINI COLLEGE OF ENGINEEERING AND TECHNOLOGY

4.2 Security

Virtual machines from multiple organizations have to be co-located on the same physical
server in order to maximize the efficiencies of virtualization.

Cloud service providers must learn from the managed service provider (MSP) model and
ensure that their customers' applications and data are secure if they hope to retain their
customer base and competitiveness.

Cloud environment should be free from abuses, cheating, hacking, viruses, rumors, and
privacy and copyright violations.

4.2.1 Cloud Security Challenges

In cloud model users lose control over physical security.
In a public cloud, users are sharing computing resources with other companies.

When users share the environment in the cloud, it results in data at risk of seizure
(attack).

Storage services provided by one cloud vendor may be incompatible with anothervendor’s
services; this results in unable to move from one to the other.

Vendors create “sticky services”.

Sticky services are the services which makes end user, in difficulty while transporting
from one cloud vendor to another.

Example: Amazon’s “Simple Storage Service” [S3] is incompatible with IBM’s Blue Cloud, orGoogle,
or Dell).

Customers want their data encrypted while data is at rest (data stored) in the cloud
vendor’s storage pool.

Data integrity means ensuring that data is identically maintained during any operation

(such as transfer, storage, or retrieval).
Data integrity is assurance that the data is consistent and correct.
One of the key challenges in cloud computing is data-level security.

It is difficult for a customer to find where its data resides on a network controlled by its
provider.

Some countries have strict limits on what data about its citizens can be stored and for

how long.
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Banking regulators require that customers’ financial data remain in their home country.
Security managers will need to pay particular attention to systems that contain critical data
such as corporate financial information.

Outsourcing (giving rights to third party) loses control over data and not a good idea from
a security perspective.

Security managers have to interact with company’s legal staff to ensure that appropriate
contract terms are in place to protect corporate data.

Cloud-based services will result in many mobile IT users accessing business data and
services without traversing the corporate network.

This will increase the need for enterprises to place security controls between mobile users
and cloud-based services.

Placing large amounts of sensitive data in a globally accessible cloud leavesorganizations
open to large distributed threats—attackers no longer have to come onto thepremises to
steal data, and they can find it all in the one "virtual" location.

Virtualization efficiencies in the cloud require virtual machines from multiple
organizations to be collocated on the same physical resources.

Although traditional data center security still applies in the cloud environment, physical
segregation and hardware-based security cannot protect against attacks between virtual
machines on the same server.

The dynamic and fluid nature of virtual machines will make it difficult to maintain the
consistency of security and ensure the auditability of records.

The ease of cloning and distribution between physical servers could result in the
propagation of configuration errors and other vulnerabilities.

Localized virtual machines and physical servers use the same operating systems as well
as enterprise and web applications in a cloud server environment, increasing the threat of
an attacker or malware exploiting vulnerabilities in these systems and applications
remotely.

Virtual machines are vulnerable as they move between the private cloud and the public
cloud.

Operating system and application files are on a shared physical infrastructure in a

virtualized cloud environment and require system, file, and activity monitoring to provide
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confidence and auditable proof to enterprise customers that their resources have not been
compromised or tampered with.

e The Intrusion Detection System(IDS) and Intrusion Prevention Systems(IPS) detects

malicious activity at virtual machine level.

e The co-location of multiple virtual machines increases the threat from attacker.

e If Virtual machines and physical machine use the same operating systems in a cloud
environment, increases the threat from an attacker.

e A fully or partially shared cloud environment is expected to have a greater attack than

Own resources environment.

Virtual machines must be self-defending.

Cloud computing provider is incharge of customer data security and privacy.

4.2.2 Software as a Service Security (Or) Data Security (Or) Application Security (Or)
Virtual Machine Security.

Cloud computing models of the future will likely combine the use of SaaS (and other
XaaS's as appropriate), utility computing, and Web 2.0 collaboration technologies to leverage the
Internet to satisfy their customers' needs. New business models being developed as a result of the
move to cloudcomputing are creating not only new technologies and business operational
processes but also newsecurity requirements and challenges

The Evolution of Cloud Services

Managed Service infrastructure -as-a Platform -as-a Software -as-a
Provider (MSP) -Service (laasS) -Service (Paa$S) -Service (Saa$S)

ﬁ
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Fig: Evolution of Cloud Services

SaaS plays the dominant cloud service model and this is the area where the most critical need for

security practices are required

™ Security issues that are discussed with cloud-computing vendor:
1. Privileged user access—Inquire about who has specialized access to data, and about the
hiring and management of such administrators.
2. Regulatory compliance—Make sure that the vendor is willing to undergo external audits
and/or security certifications.
3. Data location—Does the provider allow for any control over the location of data?
4. Data segregation—Make sure that encryption is available at all stages, and that these
encryption schemes were designed and tested by experienced professionals.
5. Recovery—Find out what will happen to data in the case of a disaster. Do they offer complete
restoration? If so, how long would that take?
6. Investigative support—Does the vendor have the ability to investigate any inappropriate or
illegal activity?
7. Long-term viability—What will happen to data if the company goes out of business? How
will data be returned, and in what format?
The security practices for the SaaS environment are as follows:
Security Management (People)
e One of the most important actions for a security team is to develop a formal charter for
the security organization and program.
e This will foster a shared vision among the team of what security leadership is driving
toward and expects, and will also foster "ownership™ in the success of the collective team.
e The charter should be aligned with the strategic plan of the organization or company the
security team works for.
4.2.3 Security Governance
e A security committee should be developed whose objective is to focus on providing
guidance about security initiatives with business and IT strategies.
e A charter for the security team is typically one of the first deliverables from the steering

committee.
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e This charter must clearly define the roles and responsibilities of the security team and

other groups involved in performing information security functions.

e Lack of a formalized strategy can lead to an unsustainable operating model and

e security level as it evolves.

e Inaddition, lack of attention to security governance can result in key needs of the
business not being met, including but not limited to, risk management, security
monitoring, applicationsecurity, and sales support.

e Lack of proper governance and management of duties can also result in potential security
risks being left unaddressed and opportunities to improve the business being missed.

e The security team is not focused on the key security functions and activities that are
critical to the business.

Cloud security governance refers to the management model that facilitates effective and
efficient security management and operations in the cloud environment so that an enterprise’s
business targets are achieved. This model incorporates a hierarchy of executive mandates,
performance expectations, operational practices, structures, and metrics that, when implemented,
result in the optimization of business value for an enterprise. Cloud security governance helps
answer leadership questions such as:

e Are our security investments yielding the desired returns?

o Do we know our security risks and their business impact?

« Are we progressively reducing security risks to acceptable levels?

o Have we established a security-conscious culture within the enterprise?

Strategic alignment, value delivery, risk mitigation, effective use of resources, and
performance measurement are key objectives of any IT-related governance model, security
included. To successfully pursue and achieve these objectives, it is important to understand the
operational culture and business and customer profiles of an enterprise, so that an effective security
governance model can be customized for the enterprise.

Cloud Security Governance Challenges
Whether developing a governance model from the start or having to retrofit one on existing
investments in cloud, these are some of the common challenges:
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Lack of senior management participation and buy-in

The lack of a senior management influenced and endorsed security policy is one of the
common challenges facing cloud customers. An enterprise security policy is intended to set the
executive tone, principles and expectations for security management and operations in the cloud.
However, many enterprises tend to author security policies that are often laden with tactical
content, and lack executive input or influence. The result of this situation is the ineffective
definition and communication of executive tone and expectations for security in the cloud.

Lack of embedded management operational controls

Another common cloud security governance challenge is lack of embedded management
controls into cloud security operational processes and procedures. Controls are often interpreted
as an auditor’s checklist or repackaged as procedures, and as a result, are not effectively embedded
into security operational processes and procedures as they should be, for purposes of optimizing
value and reducing day-to-day operational risks. This lack of embedded controls may result in
operational risks that may not be apparent to the enterprise. For example, the security configuration
of a device may be modified (change event) by a staffer without proper analysis of the business
impact (control) of the modification. The net result could be the introduction of exploitable security
weaknesses that may not have been apparent with this modification.

Lack of operating model, roles, and responsibilities

Many enterprises moving into the cloud environment tend to lack a formal operating model
for security, or do not have strategic and tactical roles and responsibilities properly defined and
operationalized. This situation stifles the effectiveness of a security management andoperational
function/organization to support security in the cloud. Simply, establishing a hierarchy that
includes designating an accountable official at the top, supported by a stakeholder committee,
management team, operational staff, and third-party provider support (in that order) can help an
enterprise to better manage and control security in the cloud, and protect associated investments
in accordance with enterprise business goals.

Lack of metrics for measuring performance and risk

Another major challenge for cloud customers is the lack of defined metrics to measure
security performance and risks —a problem that also stifles executive visibility into the real security
risks in the cloud. This challenge is directly attributable to the combination of other challenges
discussed above. For example, a metric that quantitatively measures the number of exploitable
security vulnerabilities on host devices in the cloud over time can be leveraged as an indicator of
risk in the host device environment. Similarly, a metric that measures the number of user-reported
security incidents over a given period can be leveraged as a performance indicator
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of staff awareness and training efforts. Metrics enable executive visibility into the extent to
which security tone and expectations (per established policy) are being met within the enterprise
and support prompt decision-making in reducing risks or rewarding performance as appropriate.
The challenges described above clearly highlight the need for cloud customers to establish a
framework to effectively manage and support security in cloud management, so that the pursuit
of business targets are not potentially compromised. Unless tone and expectations for cloud
security are established (via an enterprise policy) to drive operational processes and procedures
with embedded management controls, it is very difficult to determine or evaluate business value,
performance, resource effectiveness, and risks regarding security operations in the cloud. Cloud
security governance facilitates the institution of a model that helps enterprises explicitly address
the challenges described above.

Key Obijectives for Cloud Security Governance

Building a cloud security governance model for an enterprise requires strategic-level security
management competencies in combination with the use of appropriate security standards and
frameworks (e.g., NIST, ISO, CSA) and the adoption of a governance framework (e.g., COBIT).
The first step is to visualize the overall governance structure, inherent components, and to direct
its effective design and implementation. The use of appropriate security standards and frameworks
allow for a minimum standard of security controls to be implemented in the cloud, while also
meeting customer and regulatory compliance obligations where applicable. A governance
framework provides referential guidance and best practices for establishing thegovernance model
for security in the cloud. The following represents key objectives to pursue in establishing a
governance model for security in the cloud. These objectives assume that appropriate security
standards and a governance framework have been chosen based on the enterprise’s business
targets, customer profile, and obligations for protecting data and other information assets in the
cloud environment.

Strategic Alignment

Enterprises should mandate that security investments, services, and projects in the cloud are
executed to achieve established business goals (e.g., market competitiveness, financial, or
operationalperformance).

Value Delivery

Enterprises should define, operationalize, and maintain an appropriate security
function/organization with appropriate strategic and tactical representation, and charged with the

CS8791 CLOUD COMPUTING


https://www.coalfire.com/Solutions/Cyber-Risk-Management/Assessments/Cyber-Risk-Program-Maturity-Assessment
https://www.coalfire.com/Solutions/Audit-and-Assessment

ROHINI COLLEGE OF ENGINEEERING AND TECHNOLOGY

responsibility to maximize the business value (Key Goal Indicators, ROI) from the pursuit of
security initiatives in the cloud.

Risk Mitigation

Security initiatives in the cloud should be subject to measurements that gauge effectiveness in
mitigating risk to the enterprise (Key Risk Indicators). These initiatives should also yield results
that progressively demonstrate a reduction in these risks over time.

Effective Use of Resources

It is important for enterprises to establish a practical operating model for managing and performing
security operations in the cloud, including the proper definition and operationalization of due
processes, the institution of appropriate roles and responsibilities, and use of relevant tools for
overall efficiency and effectiveness.

Sustained Performance

Security initiatives in the cloud should be measurable in terms of performance, value and risk to
the enterprise (Key Performance Indicators, Key Risk Indicators), and yield results that
demonstrate attainment of desired targets (Key Goal Indicators) over time.

Risk Management
e Effective risk management entails identification of technology assets; identification of data
and its links to business processes, applications, and data stores; and assignment of
ownership and custodial responsibilities.
e Actions should also include maintaining a repository of information assets
e A risk assessment process should be created that allocates security resources related to

business continuity.

Risk Assessment
e Security risk assessment is critical to helping the information security organization make
informed decisions when balancing the dueling priorities of business utility and protection
of assets.
e Lack of attention to completing formalized risk assessments can contribute to an increase

in information security audit findings, can jeopardize certification goals, and can lead to
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inefficient and ineffective selection of security controls that may not adequately mitigate
information security risks to an acceptable level.
Security Portfolio(selection) Management
e Security portfolio management ensures efficient and effective operation of any
information.
Security Awareness
e Not providing proper awareness and training to the people who may need them can
expose the company to a variety of security risks
Policies, Standards, and Guidelines
e Policies, standards, and guidelines are developed that can ensure consistency of
performance.
Secure Software Development Life Cycle (SecSDLC)
e The SecSDLC involves identifying specific threats and the risks. The SDLC consists of
six phases
Phase 1.Investigation:
-Define project goals, and document them.
Phase 2.Analysis:
-Analyze current threats and perform risk analysis.
Phase 3.Logical design:
-Develop a security blueprint(plan) and business responses to disaster.
Phase 4.Physical design:
-Select technologies to support the security blueprint(plan).
Phase 5.Implementation:
- Buy or develop security solutions.
Phase 6.Maintenance:

-Constantly monitor, test, modify, update, and repair to respond to changing threats.

Security Monitoring and Incident Response
e Centralized security management systems should be used to provide notification ofsecurity

vulnerabilities and to monitor systems continuously.
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Business Continuity Plan

Business continuity plan, ensures uninterrupted operations of business.

Forensics

Forensics includes recording and analyzing events to determine the nature and source of
information abuse, security attacks, and other such incidents.

Security Architecture Design

A security architecture framework should be established with the following consideration
1. Authentication

2. Authorization

3. Availability

4. Confidentiality

5. Integrity

6. Privacy

Vulnerability Assessment
e Vulnerability assessment classifies network assets to more efficiently prioritize
vulnerability-mitigation programs, such as patching and system upgrading.
e It measures the effectiveness of risk mitigation by setting goals of reduced vulnerability
exposure and faster mitigation
Password Assurance Testing
e |f the SaaS security team or its customers want to periodically test password strength by
running
e password "crackers," they can use cloud computing to decrease crack time and pay only
for what they use.
[ ]
Security Images:
e Virtualization-based cloud computing provides the ability to create "Gold image” VM
secure builds and to clone multiple copies.
e Gold image VMs also provide the ability to keep security up to date and reduce
exposure by patching offline.

Data Privacy
e Depending on the size of the organization and the scale of operations, either an individual
or a team should be assigned and given responsibility for maintaining privacy.
e A member of the security team who is responsible for privacy or security compliance team
should collaborate with the company legal team to address data privacy issues and

concerns.
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e Hiring a consultant in privacy area, will ensure that your organization is prepared to
meet the data privacy demands of its customers and regulators.
Data Governance
The data governance framework should include:
_ Data inventory
_ Data classification
_ Data analysis (business intelligence)
_ Data protection
_ Data privacy
_ Data retention/recovery/discovery

_ Data destruction

Data Security

The challenge in cloud computing is data-level security.

Security to data is given by

~ Encrypting the data

™ Permitting only specified users to access the data.

™ Restricting the data not to cross the countries border.

For example, with data-level security, the enterprise can specify that this data is not allowed to

go outside of the India.

Application Security

™ This is collaborative effort between the security and product development team.

"~ Application security processes

0 Secure coding guidelines

0 Training

0 Testing scripts

o0 Tools

™ Penetration Testing is done to a System or application.

~ Penetration Testing is defined as a type of Security Testing used to test the insecure areas of

the system or application.
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™ The goal of this testing is to find all the security vulnerabilities that are present in the system
being tested.

~ SaaS providers should secure their web applications by following Open Web Application

Security Project (OWASP) guidelines for secure application development, by locking down

ports and unnecessary commands

5.3 Virtual Machine Security
In the cloud environment, physical servers are consolidated (combined) to multiple virtualmachine

instances.

Following are deployed on virtual machines to ensure security
"~ Firewalls

" Intrusion detection and prevention

™ Integrity monitoring

™ Log inspection

Virtual servers have security requirements identical to those of physical servers. The
same applies to the applications and services they host. Virtualization provides security benefits:
each virtual machine has a private security context, potentially with separate authentication and
authorization rules, and with separate process, name and file system spaces. Deploying
applications onto separate virtual machines provides better security control compared to running
multiple applications on the same host operating system: penetrating one virtual machine's OS
doesn't necessarily compromise workload and data residing in other virtual machines. Nonetheless,
some practices should be kept in mind to prevent virtualization from introducing security
vulnerabilities.

One aspect is physical security. Virtual infrastructure is not as 'visible' as physical
infrastructure: there is no sticky label on a virtual machine to indicate its purpose and security
classification. If a datacenter identifies servers with extremely high security requirements, and
physically isolates them in a locked room or cage to prevent tampering or theft of data, then the
physical machines hosting their virtualized workloads should be isolated in a similar way. Even
without secured areas, many institutions keep workloads of different security classes on different

servers. Those same isolation rules apply for virtual machines. Care should be taken to ensure
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that the protected virtual machines are not migrated to a server in a less secure location. In the
context of Oracle VM, this implies maintaining separate server pools, each with their own group
of servers.

These rules of isolation should also be applied to networking: there are no color coded
network cables to help staff identify and isolate different routes, segments and types network traffic
to and from virtual machines or between them. There are no visual indicators that help ensure that
application, management, and backup traffic are kept separate. Rather than plug network cables
into different physical interfaces and switches, the Oracle VM administrator mustensure that the
virtual network interfaces are connected to separate virtual networks. Specifically,use VLANS to
isolate virtual machines from one another, and assign virtual networks for virtual machine traffic
to different physical interfaces from those used for management, storage or backup. These can all
be controled from the Oracle VM Manager user interface. Ensure that secure live migration is
selected to guarantee that virtual machine memory data is not sent acrossthe wire unencrypted.

Additional care must be given to virtual machine disk images. In most cases the virtual
disks are made available over the network for migration and failover purposes. In many cases they
are files, which could easily be copied and stolen if the security of network storage is compromised.
Therefore it is essential to lock down the NAS or SAN environments and prevent unauthorized
access. An intruder with root access to a workstation on the storage network could mount storage
assets and copy or alter their contents. Use a separate network for transmission between the storage
servers and the Oracle VM hosts to ensure its traffic is not made public and subject to being
snooped. Make sure that unauthorized individuals are not permitted to log into the Oracle VM
Servers, as that would give them access to the guests' virtual disk images, and potentially much
more.

All of these steps require controlling access to the Oracle VM Manager and Oracle VM
Server domain 0 instances. Network access to these hosts should be on a private network, and the
user accounts able to log into any of the servers in the Oracle VM environment should be

rigorously controlled, and limited to the smallest possible number of individuals.
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