CLOUD COMPUTING

Cloud computing enables businesses and individuals to access and store data, applications,
and services over the internet rather than on local servers or personal devices. It allows for
scalable resources, flexibility, and cost savings, making it an essential component of the digital
economy. Cloud services provide everything from storage (e.g., Google Drive, Dropbox) to
computing power (e.g., Amazon Web Services, Microsoft Azure), which businesses can rent
on-demand, paying only for what they use. This model has democratized access to advanced
technologies, enabling start-ups and small businesses to compete with larger corporations
without heavy upfront infrastructure costs. Cloud Computing has fundamentally changed how
businesses and individuals store, access, and manage data. It is a technology that allows you
to use data and applications over the internet, moving beyond the limitations of a local
computer's hard drive or a private server. But to truly understand its impact, we must first

look at the problems it solved.

The Problem Cloud Computing Solves: The "Old Way" vs. The "New Way"
Before the cloud, if a company wanted to launch a website or an application, it had to follow

a slow and expensive process:

« The "Old Way" (On-Premises): The company had to buy powerful physical servers,
storage disks, and networking equipment. This required a huge upfront investment,
known as Capital Expenditure (CapEx). They had to guess their peak traffic needs,
often buying far more capacity than they used day-to-day, leading to wasted resources.
If they needed a new server, the process of ordering, installing, and configuring it could

take weeks or even months.

« The "New Way" (Cloud Computing): The cloud changes this model entirely. Instead
of buying hardware, you rent computing power from a cloud provider (like AWS,
Google, or Microsoft). This shifts the cost from a large upfront investment to a
manageable monthly bill, known as an Operational Expenditure (OpEx). This model

eliminates guesswork, long waiting times, and wasted resources.

Cloud Computing is a technology that allows you to store and access data and applications

over the internet instead of using your computer’s hard drive or a local server.
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Architecture Of Cloud Computing

Cloud computing architecture refers to the components and sub-components required for cloud

computing. These components typically refer to:

1. Frontend ( Fat client, Thin client)

2. Back-end platforms ( Servers, Storage )

3. Cloud-based delivery and a network ( Internet, Intranet, Intercloud )
Cloud Computing Architecture

Cloud Computing Architecture

Q Client Infrastructure Front End

!

O Internet

!

Application

Back End

Runtime Cloud
e R S

= Sto
= L0

—

~ Management

1. Front End ( User Interaction Enhancement )
The User Interface of Cloud Computing consists of 2 sections of clients. The Thin clients are
the ones that use web browsers facilitating portable and lightweight accessibilities and others

are known as Fat Clients that use many functionalities for offering a strong user experience.

2. Back-end Platforms ( Cloud Computing Engine )

The core of cloud computing is made at back-end platforms with several servers for storage
and processing computing. Management of Applications logic is managed through servers and
effective data handling is provided by storage. The combination of these platforms at the

backend offers the processing power, and capacity to manage and store data behind the cloud.
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3. Cloud-Based Delivery and Network

On-demand access to the computer and resources is provided over the Internet, Intranet, and
Intercloud. The Internet comes with global accessibility, the Intranet helps in internal
communications of the services within the organization and the Intercloud enables
interoperability across various cloud services. This dynamic network connectivity ensures an
essential component of cloud computing architecture on guaranteeing easy access and data

transfer.

The 5 Core Characteristics of Cloud Computing

All cloud services share five fundamental characteristics that define them:

1. On-Demand Self-Service: Users can provision computing resources like servers and

storage automatically, without requiring human intervention from the service provider.

2. Broad Network Access: Capabilities are available over the network and can be
accessed through standard mechanisms by any device, such as laptops, tablets, and

mobile phones.

3. Resource Pooling: The provider's computing resources are pooled to serve multiple
customers using a multi-tenant model. Resources are dynamically assigned and

reassigned according to demand.

4. Rapid Elasticity (Scalability): Resources can be scaled up or down quickly and, in
some cases, automatically, to meet demand. This ensures you have enough power

during traffic spikes and aren't paying for idle resources during quiet periods.

5. Measured Service (Pay-as-you-go Model): Cloud systems automatically control and
optimize resource use. Usage is monitored, controlled, and reported, providing

transparency for both the provider and the consumer. You only pay for what you use.

The Shared Responsibility Model
Security in the cloud is a partnership between the cloud provider and the customer. This is

known as the Shared Responsibility Model.

« The Cloud Provider (e.g., AWS, Azure, GCP) is responsible for the security OF the
cloud. This includes the physical security of the data centers, the hardware, and the

core networking infrastructure.
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«  The Customer (You) is responsible for security /N the cloud. This includes managing
who has access to your resources, encrypting your data, configuring firewalls (like

Network Policies), and securing your applications.
The amount of responsibility you have depends on the service model you choose.

Types of Cloud Computing Services

The following are the types of Cloud Computing:

1. Infrastructure as a Service (IaaS)

2. Platform as a Service (PaaS)

3. Software as a Service (SaaS)

4. Function as as Service (FaaS)

Types of Cloud Computing
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1. Infrastructure as a Service ( laaS )
Infrastructure as a Service (IaaS) is a type of cloud computing that gives people access to IT
tools like virtual computers, storage, and networks through the internet. You don’t need to buy

or manage physical hardware. Instead, you pay only for what you use.
Here are some key benefits of using IaaS:

« Flexibility and Control: [aaS comes up with providing virtualized computing
resources such as VMs, Storage, and networks facilitating users with control over the

Operating system and applications.
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«  Reducing Expenses of Hardware: [aaS provides business cost savings with the

elimination of physical infrastructure investments making it cost-effective.

« Scalability of Resources: The cloud provides in scaling of hardware resources up or

down as per demand facilitating optimal performance with cost efficiency.

2. Platform as a Service ( PaaS )

Platform as a Service (PaaS) is a cloud computing model where a third-party provider offers
the software and hardware tools needed to develop, test, and run applications. This allows
users to focus on building their applications without worrying about managing servers or

infrastructure.

For example, AWS Elastic Beanstalk is a PaaS offered by Amazon Web Services that helps
developers quickly deploy and manage applications while AWS takes care of the needed

resources like servers, load balancing, and scaling.
Here are some key benefits of using PaaS:

«  Simplifying the Development: Platform as a Service offers application development
by keeping the underlying Infrastructure as an Abstraction. It helps the developers to
completely focus on application logic ( Code ) and background operations are

completely managed by the AWS platform.

« Enhancing Efficiency and Productivity: PaaS lowers the Management of
Infrastructure complexity, speeding up the Execution time and bringing the updates

quickly to market by streamlining the development process.

« Automation of Scaling: Management of resource scaling, guaranteeing the program's

workload efficiency is ensured by PaaS.

3. Software as a Service (Saa$)

Software as a Service (SaaS) is a way of using software over the internet instead of installing
it on your computer. The software is hosted by a company, and you can use it just by logging
in through a web browser. You don’t need to worry about updates, maintenance, or storage the

provider takes care of all that.

A common example is Google Docs. You can write and share documents online without

downloading any software.
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Here are some key benefits of using SaaS:

Collaboration And Accessibility: Software as a Service (SaaS) helps users to easily
access applications without having the requirement of local installations. It is fully
managed by the AWS Software working as a service over the internet encouraging

effortless cooperation and ease of access.

Automation of Updates: SaaS providers manage the handling of software
maintenance with automatic latest updates ensuring users gain experience with the

latest features and security patches.

Cost Efficiency: SaaS acts as a cost-effective solution by reducing the overhead of IT

support by eliminating the need for individual software licenses.

4. Function as a Service (FaaS)

Function as a service (FaaS) is a cloud-computing service that allows customers to run code

in response to events, without managing the complex infrastructure. You just write the code,

upload it and the cloud provider runs it only when it's needed. You pay only for the time your

code runs.

For example, with AWS Lambda, you can write a function that resizes images whenever

someone uploads a photo to your website. You don’t need to keep a server running all the time

AWS runs your function only when a photo is uploaded.

Here are some key benefits of using SaaS:

Event-Driven Execution: FaaS helps in the maintenance of servers and infrastructure
making users worry about it. FaaS facilitates the developers to run code as a response

to the events.

Cost Efficiency: FaaS facilitates cost efficiency by coming up with the principle "Pay

as per you Run" for the computing resources used.

Scalability and Agility: Serverless Architectures scale effortlessly in handing the

workloads promoting agility in development and deployment.
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Cloud Deployment Models

1. Private Cloud: The cloud infrastructure is operated solely for a single organization. It
can be managed internally or by a third party and can exist on-premise or off-premise.

It offers the highest level of security and control.

2. Public Cloud: The cloud infrastructure is owned and operated by a third-party cloud
service provider (like AWS or Google) and is made available to the general public over

the internet. It offers massive scalability and a pay-as-you-go model.

3. Hybrid Cloud: This model combines a private cloud with one or more public clouds,
allowing data and applications to be shared between them. This offers flexibility,
allowing companies to keep sensitive data on a private cloud while leveraging the

scalable resources of a public cloud for other applications.

4. Multi-Cloud: A strategy where an organization uses a combination of clouds from two
or more different public cloud providers. This helps avoid vendor lock-in and allows a

company to use the "best-of-breed" service from each provider.

Top Leading Cloud Computing Companies
The following tables show the top leading cloud computing companies along with key details

about their cloud services:

Cloud Security

Cloud security recommended to measures and practices designed to protect data, applications,

and infrastructure in cloud computing environments. The following are some of the best

practices of cloud security:

1. Data Encryption
Encryption is essential for securing data stored in the cloud. It ensures that data remains

unreadable to unauthorized users even if it is intercepted.

2. Access Control
Implementing strict access controls and authentication mechanisms helps ensure that only

authorized users can access sensitive data and resources in the cloud.

RCET 24MG202 BUSINESS MODELS FOR DIGITAL ECONOMY SEM I Page 7


https://www.geeksforgeeks.org/software-engineering/cloud-computing-security/
https://www.geeksforgeeks.org/software-engineering/cloud-computing-security/
https://www.geeksforgeeks.org/software-engineering/cloud-computing-security/

3. Multi-Factor Authentication (MFA)

MFA adds an extra layer of security by requiring users to provide multiple forms of

verification, such as passwords, biometrics, or security tokens, before gaining access to cloud

services.

CLOUD COMPUTING'S IMPACT ACROSS VARIOUS KEY BUSINESS SECTORS:

Cloud computing is fundamentally reshaping how businesses across all sectors operate by

providing on-demand access to computing resources, storage, and applications over the

internet. This model eliminates the need for expensive upfront infrastructure investment,

offering unprecedented scalability, flexibility, and cost efficiency.

1. #Healthcare and Life Sciences

Cloud computing is a catalyst for transformation in healthcare, addressing major challenges

like data volume, security, and research collaboration.

Application/Use Key Cloud Benefit
I t on the Sect
Case R s R O Leveraged
Electronic Health Allows  doctors, hospitals, and Ubiquitous Access
Records (EHR) specialists to securely access a patient's gnd InterapEenbilty
complete medical history = from
anywhere, improving diagnosis and
coordination of care
(Interoperability).
Medical Imaging Cloud storage handles massive files | Massive Storage and
& Diagnostics (MRIs, ' CT scans) a?d pX)Jll\ji[esh"[he High-Performance
compgtlng power for achine Computing (HPC)
Learning models to rapidly analyze
images, aiding in early disease
detection (e.g., cancer).
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analyze human genomes, accelerating
drug discovery and personalized
medicine development.

Telemedicine & | Hosts secure video conferencing and | Scalability and Real-
manages data streams from patient

Remote g . P Time Data
wearables,  enabling remote

Monitoring consultation and  chronic disease | Processing
management.

Genomic Provides the immense compute | Cost Efficiency
capacity required to sequence and | (payas-you-go for vast

Research

compute)

Key Focus: Compliance with strict regulations like HIPAA (US) and GDPR (EU) is handled

by major cloud providers through specialized security and compliance frameworks.

2. @ Financial Services (FinTech)

The Financial Services Industry (FSI), encompassing banking, insurance, and capital markets,
uses the cloud to balance the need for high security and agility.

Application/Use Key Cloud Benefit
I t on the Sect
Case B Lol s e Leveraged
Core Banking | Migrates legacy mainframe systems to | Agility and  Cost
g - the cloud, enabling banks to offer -
Modernization E - . Reduction
faster, modern services like instant
payments and mobile-first banking
interfaces.
Risk Management | Provides the computational power for | Big Data Analytics
) complex stress-testing and fraud and Elastici
& Compliance detection models (using AI/ML) that ‘ v
analyze trillions of transactions in real | (scaling for‘ end-of
time, meeting regulatory requirements. | quarter reporting)
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FinTech Startups

Allows new financial technology
companies to launch sophisticated
services (e.g., fractional trading, digital
wallets) with minimal initial capital
investment.

Low  Barrier to

Entry and Speed to
Market

Disaster Recovery

(DR)

Ensures business continuity by backing
up critical customer and operational
data across multiple secure geographic
cloud regions.

Resilience and Data

Redundancy

Key Focus: Many FSI firms adopt a Hybrid Cloud model, keeping extremely sensitive data

(like customer account numbers) on-premises or in a private cloud while leveraging the public

cloud for customer-facing applications and data processing.

3. #a!1 Retail and E-commerce

Cloud computing is central to the shift towards omnichannel retail and highly personalized

customer experiences.

Application/Use Impact on the Sector Key Cloud Benefit
Case Leveraged
Omnichannel Provides a single platform to unify | Centralized  Data
. Mo A inventory, sgles, and customer data Platform and

across physical stores, e-commerce

websites, and mobile apps, offering | Integration

"Buy Online, Pick Up In Store" (BOPIS)

seamlessly.
Demand Uses cloud-based machine learning to | AI/ML Services and
Forecasting & analyze past sales,‘ current' web traffic, Real-Time

weather, and social media trends to
Inventory predict demand and optimize stock | Scalability

levels in real time, preventing stockouts

or overstock.
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Personalization Hosts the massive databases and | Data Analytics and
analytics engines needed to track Customer
customer browsing and purchase
history, delivering highly targeted ads | Relationship
and product recommendations. Management

(CRM) SaaS

Handling Traffic Automatically scales up computing || Elasticity and

Spik resources to handle massive traffic .

pIKes surges during peak periods (e.g., Black Rty
Friday or holidays) and scales down
afterward.

4. e Manufacturing (Industry 4.0)

In manufacturing, the cloud is the processing engine for the Industrial Internet of Things
(IIoT), enabling the transition to "Smart Factories."

Application/Use Impact on the Sector Key Cloud Benefit

Case Leveraged

Predictive Processes massive data streams from || IloT Data Ingestion
[IoT sensors on factory equipment. ¢

: and Predictive

Rlaungince Cloud-based Al algorithms predict when
a machine is likely to fail, triggering | Analytics
maintenance before a breakdown oceurs.

Supply Chain | Provides a single, secure platform to Collaboration and

Visibility share prOfiuctlon sch;dules, ¥0g1stlcs Unified ERP/SCM
data, and inventory with suppliers and
partners, improving collaboration and | Systems (SaaS)
resilience.

Digital Twin | Hosts high-fidelity virtual replicas | High-Performance

. . (Digital Twins) of products or entire .

Simulation . . J . Computing (HPC)
production lines, allowing engineers to
run simulations and test changes without
disrupting physical operations.
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Quality Control

Uses cloud-based Computer Vision (Al)
to analyze images from production line
cameras, identifying and flagging defects
faster and more accurately than human
inspection.

Al  Services and

Scalable Processing

5. § Fducation (EdTech)

The cloud has democratized learning and streamlined administration across educational

institutions.
Application / Use Key Cloud Benefit
I t on the Sect
Case mpact on the Sector Leveraged
Learning Platforms like Moodle or Blackboard are | SaaS Model and
hosted in the cloud, allowing students
Management e i Accessibility
and teachers to access course materials,
Systems (LMS) submit assignments, and participate in

discussions from any location.

Massive Open

Online Courses

Provides the scalable

simultaneously for online

infrastructure
required to host millions of users
learning

Global Scalability

and Content

(MOOCs) providers like Coursera or edX. Delivery
Networks (CDN)
Virtual Labs & | Allows students to remotely access | IaaS/PaaS and
! specialized,  high-powered  virtual |
Computing J . Cost Efficiency
machines or software environments
(e.g., for engineering or data science)
without the university having to buy and
maintain physical labs.
Administrative Cloud-based systems handle student | Operational
istrati 11 di d
Efficiency e T P Efficiency
financial  aid, replacing legacy

paperwork-heavy processes.

Summary of Core Cloud Benefits Across All Sectors

The widespread adoption of cloud computing is driven by these overarching economic and

operational advantages:
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Cost Savings (CapEx to OpEx): Shifting from Capital Expenditure (buying

hardware) to Operational Expenditure (subscription/pay-as-you-go for services).

Scalability and Elasticity: Resources can be scaled up or down instantly and
automatically to meet fluctuating business demand, ensuring performance during

peaks and saving money during troughs.

Agility and Innovation: IT teams can spin up new environments for testing and
development in minutes, dramatically accelerating the time it takes to launch a new

product or service.

Mobility and Collaboration: Employees can access all necessary data and
applications from any location on any device, facilitating remote work and global team

collaboration.

Disaster Recovery (DR): Data is automatically backed up across multiple
geographical zones, ensuring business continuity in the event of a local outage, fire, or

other disaster.

Use Cases Of Cloud Computing

Cloud computing is used across all industries for various applications:

Scalable Websites and Applications: Host applications that can handle millions of

users.

Data Storage, Backup, and Recovery: Cost-effectively store vast amounts of data

and ensure it can be recovered in case of a disaster.
Big Data Analytics: Process and derive insights from enormous datasets efficiently.

Software Development and Testing: Create and dismantle development

environments quickly.

Artificial Intelligence and Machine Learning: Access powerful GPU resources to

train complex Al models.
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