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short-range, typically a meter or less because the physical mechanism is based on 

induction rather than backscatter.  

• Passive RFID: Passive RFID tags does not have their own power source. It uses power 

from the reader. In this device, RF tags are not attached by a power supply and passive 

RF tag stored their power. When it is emitted from active antennas and the RF tag are 

used specific frequency like 125-134KHZ as low frequency, 13.56MHZ as a high 

frequency and 856MHZ to 960MHZ as ultra-high frequency.  

o No need embedded power 

o Tracking inventory 

o Has unique identification number 

o Sensitive for interference 

o Semi-passive RFID 

  

• Active RFID: In this device, RF tags are attached by a power supply that emits a signal 

and there is an antenna which receives the data. means, active tag uses a power source 

like battery. It has it's own power source, does not require power from source/reader.  

o Embedded power: communication over large distance 

o Has unique identifier /identification number 

o Use other devices like sensors 

o Better than passive tags in the presence of metal 

There are also other forms of RFID using other frequencies, such as LF RFID (Low-Frequency 

RFID), which was developed before HF RFID and used for tracking. 

BACnet Protocols 

BACnet, which stands for "Building Automation and Control Networks," is a widely used 

communication protocol specifically designed for building automation and control systems. It 

enables interoperability and communication between various devices and systems in buildings, 

such as heating, ventilation, air conditioning (HVAC), lighting, access control, fire detection, 

and more. BACnet is essential for creating integrated and efficient building automation 

systems. 

 Here are some key features and details about the BACnet protocol: 

Open Standard: BACnet is an open, vendor-neutral protocol standardized under the 

ANSI/ASHRAE (American Society of Heating, Refrigerating and Air-Conditioning 
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Engineers) 135 standard. This openness promotes competition, innovation, and compatibility 

among different manufacturers' products. 

Interoperability: BACnet is designed to ensure that devices from various manufacturers can 

communicate and work together seamlessly within a building automation system. This is 

crucial for avoiding vendor lock-in and enabling flexible system design. 

Client-Server Architecture: BACnet follows a client-server communication model. Devices 

in a BACnet network can act as clients (requesting data or actions) or servers (providing data 

or services). This model allows for efficient data exchange and control. 

Data Objects: BACnet defines standardized data objects that represent various aspects of 

building equipment and systems. These objects include temperature sensors, valves, lights, 

alarms, schedules, and more. Devices communicate by reading and writing data to these 

objects. 

Protocols and Network Options: BACnet supports various data link and network layers, 

including Ethernet, RS-485, and IP (Internet Protocol). This flexibility allows it to operate over 

different types of networks, making it suitable for both wired and wireless building automation 

systems. 

Data Types: BACnet defines a wide range of data types to accommodate different types of 

information, such as binary, analog, multi-state, and character string data. This versatility 

makes it adaptable to diverse building systems. 

Routing and Segmentation: BACnet networks can be segmented into different parts, and 

devices can route messages to their intended destinations. This feature is important for scaling 

BACnet networks to larger buildings or complex systems. 

Alarm and Event Handling: BACnet includes support for alarms and events, allowing 

devices to report and respond to abnormal conditions, such as temperature spikes or equipment 

failures. 

Scheduling: BACnet supports scheduling, enabling automation of building systems based on 

time and day-of-week schedules. This is useful for optimizing energy usage and comfort. 

Security: BACnet includes security features to protect communication and data integrity. It 

supports authentication, encryption, and access control to safeguard building automation 

systems. 
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Integration with Other Protocols: BACnet can be integrated with other communication 

protocols, such as Modbus or LonWorks, to extend interoperability to legacy systems or 

devices that use different standards. 

Global Adoption: BACnet is used worldwide and has been adopted by a wide range of 

industries, including commercial buildings, industrial facilities, hospitals, and residential 

complexes. 

BACnet plays a crucial role in modern building automation, enabling efficient and intelligent 

control of various building systems for energy efficiency, comfort, and safety. Its open, 

standardized nature promotes flexibility and innovation in the development of building 

automation solutions. 
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Bacnet Protocol Architecture

 

BACnet protocol architecture is a collapsed architecture that matches to 4-layers of the OSI 

model. The four layers in the BACnet architecture mainly include Application, Network, Data 

Link & Physical. Even though, just the Network layer & Application layer are simply BACnet. 

The above architecture is the BACnet protocol stack which includes different layers as shown 

in the diagram. This protocol is a collapsed version of the OSI stack. The transport and session 

layers are not used. The application layer takes on the functions of these two layers. 

BACnet Physical Layer 

The upper layers of BACnet do not depend on the physical layer. So the Physical layer 

of BACnet makes it feasible for BACnet to be executed on different networks. The physical 

layers of BACnet have been specified with ARCNET, Ethernet, IP tunnels, BACnet/IP, RS-

232, RS485, and Lonworks/LonTalk. RS232 is for point-to-point communication. RS485 

supports up to 32 nodes with a distance of 1200 m at 76Kbps. 

https://www.elprocus.com/what-is-transport-layer-in-the-osi-model-and-its-elements/
https://www.elprocus.com/what-is-transport-layer-in-the-osi-model-and-its-elements/
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BACnet Protocol Link Layer 

BACnet protocol is implemented directly with LonTalk or IEEE802.2 link layers. So it 

specifies Point to Point (PTP) data link layer for RS232 connections. It specifies MS/TP data 

link layer intended for RS-485 connections. The standard simply specifies BVLL (BACnet 

Virtual Link Layer) which states all the services required through the BACnet device at this 

link layer. 

IP BACnet Virtual Link Layer encapsulates required control data in a header of BACnet 

virtual link control information. Because of IP, BVLL, and BACnet protocol devices can 

directly communicate over IP networks without the requirement of any router device. 

BACnet protocol utilizes BBMD (BACnet broadcast management device) concept 

which executes the required broadcast for the preferred link layer. So, the BACnet broadcast 

message is changed into IP-based broadcast or multicast messages. 

BACnet Network Layer 

This layer simply specifies the required addresses of the network for routing. BACnet 

network includes a minimum of one or above segments that are connected with bridges once 

they utilize similar LAN technologies. If they utilize various LAN protocols then they are 

connected through routers. 

Application Layer 

BACnet does not separate presentation as well as application layers. So it takes care of 

reliability & sequencing or segmentation mechanisms generally connected with both the 

session & transport layers. BACnet includes devices like objects to exchange service primitives 

which are described with ASN.1 syntax & serialized with ASN.1 BER. 

BACnet Security Layer 

The concept of BACnet security can be understood easily with an example say when 

BACnet device-A requests a session key from the key server for establishing secure 

communication through device-B, then this key is transmitted to both the device-A & device-

B through the key server which is known as ‘SKab’. BACnet protocol uses 56-bit DES 

encryption. 

How Does Bacnet Protocol Work? 

BACnet is a typical electronic communication protocol that works by allowing different 

kinds of manufacturers’ building automation as well as monitoring systems like fire alarms, 

HVAC, and perimeter security for communicating with each other. This protocol can work 

with nearly any normal data protocol including TCP/IP. 
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BACnet protocol enables the comprehensive BMSs (building management systems) 

development that allows operators to construct, observe & control different building systems 

within a single application. This protocol is also used to expand the flexibility & scope of the 

automation that can be executed. For instance, an automation system could be setup such that 

once the fire protection system notices a fire, then the system sends commands to the following. 

• To the control system of the elevator to send all elevators to the ground floor immediately. 

• To the paging system of the building to transmit an audible voice signal to inform occupants 

of the building wherever the blaze was detected & how to go out from the building. 

• From the audio or visual systems of the building to flash messages on TV displays within 

the conference rooms. 

• To an interface of phone system for sending alerts through text message to the facilities & 

engineering teams of the building. 

With BACnet protocol, all the data is signified in terms of an object. So each object signifies 

data regarding a device or component. Signifying information like an object simply provides 

the benefit that the latest objects can be formed otherwise existing objects can be modified 

based on the requirements of the user. 

An object signifies physical information (physical inputs, outputs) & nonphysical 

information (software/calculations). It is very significant to note that every object may signify 

a single portion of information otherwise a group of information which executes the same and 

exact function. 

Advantages 

The advantages of the Bacnet Protocol include the following. 

• BACnet protocol is particularly designed for building automation as well as control 

networks. 

• It doesn’t depend on present LAN or WAN technologies. 

• It is an American National Standard & a European pre-standard. 

• It is scalable completely from small single building applications to universal networks of 

devices. 

• The implementers of BACnet can securely include non-standard extensions as well as 

enhancements without influencing existing interoperability. 

• It is adopted by the most famous fire protection companies in both the USA & Europe. 

• It is supported by different chiller manufacturers like Dunham-Bush, Carrier, McQuay, 

York & Trane. 

• In real building control applications, this protocol has a proven track record. 
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Disadvantages 

The disadvantages of the Bacnet Protocol include the following. 

The main drawback of the BACnet protocol was a compliant problem. So, because of this issue, 

the BTL (BACnet Testing Laboratories) was introduced in the year 2000. BTL is compliance 

& and independent testing organization. The main intention of this is to test the products of 

BACnet to verify compliance with the standard. Once approved; the product will get the logo 

of BTL. 

The problems or net-worthy attacks which are widely found in this protocol are; Lack of 

spoofing & authentication, DoS attacks, immobilized network connections, and lack of 

encryption & write access over devices. 

Modbus 
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