
 

VIRTUAL PRIVATE NETWORK - VPN 
 

A Virtual Private Network (VPN) is a network security technology that establishes an 

encrypted tunnel between a user’s device and a remote VPN server over the public 

internet. It masks the user’s IP address, protects data from unauthorized access, and 

ensures secure and private communication, especially when using untrusted networks. 

 Privacy Protection: A VPN hides the user’s real IP address and encrypts internet 

traffic, preventing Internet Service Providers (ISPs), advertisers, and third parties 

from monitoring browsing activities. 

 Security on Public Networks: VPN encryption protects sensitive data such as 

passwords and personal information when connected to unsecured public Wi-Fi 

networks like those in airports or cafes. 

 Bypassing Geo-Restrictions: By routing traffic through servers in different 

locations, a VPN enables access to region-restricted websites, streaming services, 

and online platforms. 

 Prevention of Bandwidth Throttling: Since ISPs cannot inspect encrypted VPN 

traffic, intentional speed throttling during activities like streaming or gaming can 

be reduced or avoided. 

 Secure Remote Access: VPNs allow employees and remote workers to securely 

access private organizational networks and internal resources over the internet.  

 

WORKING OF VPN 
 

A VPN operates by establishing a secure, encrypted tunnel between a user’s device 

and a remote VPN server, ensuring that all data transmitted over the public internet 

remains confidential and protected from unauthorized access. 

Step-by-Step Working of a VPN 

 Connection Establishment: When the VPN is activated, the client software 

authenticates the user and establishes a secure connection with a VPN server 

operated by the service provider. 

 Data Encryption: All outgoing data is encrypted using cryptographic algorithms, 

making it unreadable to hackers, ISPs, or any third party attempting to intercept the 

traffic. 

 Traffic Redirection: The encrypted data is routed through the VPN server, which 

replaces the user’s real IP address with its own, thereby masking the user’s identity 

and location. 

 Data Decryption and Forwarding: At the VPN server, the data is decrypted and 

forwarded to the intended destination (websites or online services). The response 

is then sent back to the user through the same encrypted tunnel. 

 End-to-End Protection: This secure tunnelling ensures data privacy, integrity, and 

anonymity throughout the communication process. 

 

TYPES OF VPN 
 

VPNs can be classified based on their usage scenarios and underlying tunneling 

protocols, each designed to meet specific requirements ranging from individual 

remote access to large-scale enterprise connectivity. 



 

A. VPN Types Based on Usage 

 Remote Access VPN: Allows individual users to securely connect to a private 

network over the internet, commonly used by employees accessing organizational 

resources from remote locations. 

 Site-to-Site VPN: Establishes a secure connection between two or more 

geographically separated networks, enabling seamless and protected 

communication between branch offices. 

 Mobile VPN: Designed for mobile devices, it maintains a stable VPN connection 

even when the device switches between networks such as Wi-Fi and cellular data. 

 MPLS VPN (Multiprotocol Label Switching VPN): Used primarily by large 

enterprises, MPLS VPNs provide efficient, scalable, and reliable network 

connectivity with traffic prioritization, though they rely on service provider 

infrastructure rather than encryption. 

B. VPN Types Based on Protocols 

 PPTP (Point-to-Point Tunnelling Protocol): An early VPN protocol that offers 

high speed but weak security, making it largely obsolete and suitable only for 

legacy systems. 

 L2TP/IPsec (Layer 2 Tunnelling Protocol with IPsec): Combines tunneling and 

encryption to provide better security than PPTP, but with moderate performance 

overhead. 

 OpenVPN: An open-source and highly secure VPN protocol that uses SSL/TLS 

for encryption and is widely adopted due to its flexibility and strong security. 

 IKEv2/IPsec (Internet Key Exchange v2 with IPsec): A fast and secure protocol 

optimized for mobile users, known for its ability to reconnect when network 

conditions change automatically. 

 

VPN PROTOCOLS 
 

VPN protocols are standardized methods that define how data is securely tunneled, 

encrypted, transmitted, and authenticated between a user’s device and a VPN server 

over a public network. 

Common VPN Protocols 

1. OpenVPN 

 OpenVPN is an open-source VPN protocol that uses SSL/TLS for secure 

authentication and encryption, providing a highly configurable and versatile 

solution. 

 It can operate over UDP for faster performance or TCP for reliability, making it 

suitable for different network environments. 

 Supports strong cryptographic ciphers such as AES-256 and ChaCha20, ensuring 

data confidentiality and integrity. 

 Compatible with most operating systems and capable of bypassing most firewall 

and NAT restrictions. 

 Widely used for general-purpose secure remote access, privacy protection, and 

bypassing censorship. 



 

2. WireGuard 

 WireGuard is a modern VPN protocol designed to be lightweight, with a small 

codebase for reduced attack surface and high performance. 

 Operates primarily over UDP, using a fixed set of modern cryptographic primitives 

such as ChaCha20 for encryption, Poly1305 for authentication, and BLAKE2s for 

hashing. 

 Its simplicity and efficiency make it very fast and suitable for latency-sensitive 

applications such as streaming and online gaming. 

 Ideal for mobile devices due to low overhead and rapid reconnection after network 

changes. 

3. IKEv2/IPSec 

 IKEv2 is a key exchange protocol that negotiates and establishes secure tunnels, 

usually paired with IPSec for encryption and data integrity. 

 Offers automatic session re-establishment when the network connection changes, 

making it highly suitable for mobile devices that frequently switch between Wi-Fi 

and cellular networks. 

 Uses strong encryption algorithms such as AES-256 and supports Perfect Forward 

Secrecy, ensuring that past sessions cannot be decrypted even if keys are 

compromised. 

 Commonly used for remote access and secure connections in enterprise 

environments. 

4. L2TP/IPSec 

 L2TP creates a tunneling layer at the data link level, while IPSec provides 

encryption, authentication, and integrity of the transmitted data. 

 Provides better security than PPTP but introduces double encapsulation, which can 

reduce network throughput. 

 Compatible with a wide range of platforms, making it suitable for legacy systems 

and cross-platform VPN connectivity. 

 Often used when other modern protocols are not supported, although it is slower 

than newer protocols. 

5. PPTP 

 PPTP (Point-to-Point Tunneling Protocol) is an older VPN protocol that establishes 

a tunnel for data transmission but uses weak encryption algorithms. 

 It is very fast due to minimal overhead but is highly vulnerable to cryptographic 

attacks. 

 No longer recommended for secure communications or sensitive data, but it may 

still be used in legacy environments where speed is prioritized over security.  

6. SSTP 

 SSTP (Secure Socket Tunneling Protocol) is a Microsoft-developed VPN protocol 

that encapsulates VPN traffic within SSL/TLS over TCP port 443, allowing it to 

traverse most firewalls. 



 

 Provides robust encryption and authentication comparable to modern VPN 

protocols, primarily on Windows platforms. 

 Especially useful for bypassing strict firewall restrictions where other VPN 

protocols may be blocked. 

 Less widely supported on non-Windows operating systems. 

 

HOW TO CHOOSE THE RIGHT VPN FOR YOUR NEEDS? 
 

Choosing the right VPN involves evaluating security, performance, compatibility, 

and service reliability to ensure safe, efficient, and uninterrupted internet access based 

on individual or organizational requirements. 

Factors to Consider When Selecting a VPN 

 Security Features: Select a VPN that offers strong encryption standards (such as 

AES-256), secure protocols like OpenVPN or IKEv2/IPsec, and a strict no-logs 

policy to ensure data privacy. 

 Performance and Speed: For activities like streaming, gaming, or video 

conferencing, choose a VPN with high-speed servers and low latency to avoid 

performance degradation. 

 Server Locations: A wide range of global server locations improves connectivity 

options and enables access to geographically restricted content. 

 Device and Platform Compatibility: Ensure the VPN supports all required 

operating systems and devices, including Windows, macOS, Android, iOS, and 

routers if needed. 

 Customer Support and Reliability: Opt for a VPN provider with responsive 

customer support, clear documentation, and reliable uptime to resolve technical 

issues efficiently. 

 

DRAWBACKS OF USING VPN 
 

While VPNs enhance security and privacy, they also introduce certain limitations 

related to performance, accessibility, cost, and configuration that users should 

consider before adoption. 

 Reduced Internet Speed: Encryption overhead and routing traffic through remote 

VPN servers can increase latency and reduce overall connection speed. 

 Variation in VPN Quality: Not all VPN providers offer the same level of security; 

some may log user data or use weak encryption, compromising privacy. 

 VPN Blocking and Restrictions: Certain websites, streaming platforms, and 

countries actively block VPN traffic, which may prevent access to specific services. 

 Configuration Complexity: Manual VPN setup and advanced configurations may 

require technical knowledge, particularly in enterprise or custom environments. 

 Cost Considerations: Free VPN services often have limitations, while premium 

VPNs involve recurring subscription costs in exchange for better performance and 

security. 

 

 

 

NETWORK SECURITY PROTOCOLS (IPSec, SSL/TLS) 
 



 

IPSec(IP Security) 
 

What is IP Security (IPSec) 

 

IP Security (IPSec) refers to a collection of communication rules or protocols used to 

establish secure network connections. Internet Protocol (IP) is the common standard 

that controls how data is transmitted across the internet. IPSec enhances the protocol 

security by introducing encryption and authentication. IPSec encrypts data at the 

source and then decrypts it at the destination. It also verifies the source of the data. 

 

Importance of IPSec 
 

IPSec (Internet Protocol Security) is important because it helps keep your data safe 

and secure when you send it over the Internet or any network. Here are some of the 

important aspects why IPSec is Important: 

 IPSec protects the data through Data Encryption. 

 IPSec provides Data Integrity. 

 IPSec is often used in Virtual Private Networks (VPNs) to create secure, private 

connections. 

 IPSec protects from Cyber Attacks. 

 

Features of IPSec 
 

 Authentication: IPSec provides authentication of IP packets using digital 

signatures or shared secrets. This helps ensure that the packets are not tampered 

with or forged. 

 Confidentiality: IPSec provides confidentiality by encrypting IP packets, 

preventing eavesdropping on the network traffic. 

 Integrity: IPSec provides integrity by ensuring that IP packets have not been 

modified or corrupted during transmission. 

 Key management: IPSec provides key management services, including key 

exchange and key revocation, to ensure that cryptographic keys are securely 

managed. 

 Tunneling: IPSec supports tunneling, allowing IP packets to be encapsulated 

within another protocol, such as GRE (Generic Routing Encapsulation) or L2TP 

(Layer 2 Tunneling Protocol). 

 Flexibility: IPSec can be configured to provide security for a wide range of 

network topologies, including point-to-point, site-to-site, and remote access 

connections. 

 Interoperability: IPSec is an open standard protocol, which means that it is 

supported by a wide range of vendors and can be used in heterogeneous 

environments. 

 

 

 

 

How Does IPSec Work 
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IPSec (Internet Protocol Security) is used to secure data when it travels over the 

Internet. IPSec works by creating secure connections between devices, making sure 

that the information exchanged is kept safe from unauthorized access. IPSec majorly 

operates in two ways i.e. Transport Mode and Tunnel Mode. 

To provide security, IPSec uses two main protocols: AH (Authentication 

Header) and ESP (Encapsulating Security Payload). Both protocols are very useful 

as Authentication Header verifies the data that whether it comes from a trusted 

source and hasn’t been changed, and ESP has the work of performing authentication 

and also encrypts the data so that it becomes difficult to read. 

For Encryption, IPSec uses cryptographic keys. It can be created and shared using a 

process called IKE (Internet Key Exchange), that ensures that both devices have the 

correct keys to establish a secure connection. 

When two devices communicate using IPSec, the devices first initiate the connection 

by sending a request to each other. After that, they mutually decide on protection of 

data using passwords or digital certificates. Now, they establish the secure tunnel for 

communication. Once the tunnel is set up, data can be transmitted safely, as IPSec is 

encrypting the data and also checking the integrity of the data to ensure that data has 

not been altered. After the communication is finished, the devices can close the secure 

connection. In this way, the IPSec works. 

 

 
 

 

IPSec Connection Establishment Process 
 

IPSec is a protocol suite used in securing communication using the Internet Protocol 

such that each packet communicated in the course of a particular session is 

authenticated and encrypted. The process of establishing an IPSec connection 

involves two main phases: 

Phase 1: Establishing the IKE (Internet Key Exchange) Tunnel 

In phase 1, the main aim is to establish the secure channel the IKE tunnel, which is 

used to further negotiations. Phase 1 can operate in one of two modes: 

 Main Mode: Main Mode is a six-message exchange procedure that is more secure 

than Basic Mode, although at the cost of a longer session, since identity information 

is transmitted during negotiations. 
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 Aggressive Mode: Aggressive Mode takes lesser time with the exchange of three 

messages and is less secure since more information like identity is disclosed during 

the course of negotiation. 

Phase 2: Establishing the IPSec Tunnel 

Phase 2 is called Quick Mode and its aim is to negotiate the IPSec Security 

Associations after the construction of a secure IKE tunnel has been made. There are 

two modes in Phase 2. 

 Tunnel Mode: This mode encapsulates the whole of the original IP packet 

including the header and data. It is mostly deployed in the site to site VPNs. 

 Transport Mode: By this mode, only the actual data to be transmitted is encrypted 

and the header part of the IP packets remain unaltered. It is mainly employed in 

end to end communication between hosts. 

 

 

Difference Between IPSec Tunnel Mode and IPSec Transport Mode 
 

 The IPSec tunnel mode is appropriate for sending data over public networks 

because it improves data security against unauthorised parties. The computer 

encrypts all data, including the payload and header, and adds a new header to it.  

 IPSec transport mode encrypts only the data packet's payload while leaving the IP 

header unchanged. The unencrypted packet header enables routers to determine 

the destination address of each data packet. As a result, IPSec transport is utilized 

in a closed and trusted network, such as to secure a direct link between two 

computers. 

 

Protocols Used in IPSec 
 

It has the following components: 

 Encapsulating Security Payload (ESP) 

 Authentication Header (AH) 

 Internet Key Exchange (IKE) 

 

1. Encapsulating Security Payload (ESP): It provides data integrity, encryption, 

authentication, and anti-replay. It also provides authentication for payload. 

2. Authentication Header (AH): It also provides data integrity, authentication, and 

anti-replay and it does not provide encryption. The anti-replay protection protects 

against the unauthorized transmission of packets. It does not protect data 

confidentiality. 

 
IP Header 

3. Internet Key Exchange (IKE): It is a network security protocol designed to 

dynamically exchange encryption keys and find a way over Security Association (SA) 

between 2 devices. The Security Association (SA) establishes shared security 
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attributes between 2 network entities to support secure communication. The Key 

Management Protocol (ISAKMP) and Internet Security Association provides a 

framework for authentication and key exchange. ISAKMP tells how the setup of the 

Security Associations (SAs) and how direct connections between two hosts are using 

IPsec. Internet Key Exchange (IKE) provides message content protection and also an 

open frame for implementing standard algorithms such as SHA and MD5. The 

algorithm's IP sec users produce a unique identifier for each packet. This identifier 

then allows a device to determine whether a packet has been correct or not. Packets 

that are not authorized are discarded and not given to the receiver.  

Packets in Internet Protocol 

 

IP Security Architecture 
 

IPSec (IP Security) architecture uses two protocols to secure the traffic or data flow. 

These protocols are 

 ESP (Encapsulation Security Payload) 

 AH (Authentication Header) 

IPSec Architecture includes protocols, algorithms, DOI, and Key Management. All 

these components are very important in order to provide the three main services such 

as Confidentiality, Authenticity and Integrity. 
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IP Security Architecture 

 

IPSec Encryption 
 

IPSec encryption is a software function that encrypts data to protect it from 

unauthorized access. An encryption key encrypts data, which must be decrypted. 

IPSec supports a variety of encryption algorithms, including AES, Triple DES etc. 

IPSec combines asymmetric and symmetric encryption to provide both speed and 

security during data transmission. In asymmetric encryption, the encryption key is 

made public, while the decryption key remains private. Symmetric encryption 

employs the same public key to encrypt and decrypts data. IPSec builds a secure 

connection using asymmetric encryption and then switches to symmetric encryption 

to speed up data transmission. 

 

IPSec VPN 
 

VPN(Virtual Private Network) is a networking software that enables users to browse 

the internet anonymously and securely. An IPSec VPN is a type of VPN software that 

uses the IPSec protocol to establish encrypted tunnels over the internet. It offers end-

to-end encryption, which means that data is broken down at the computer and then 

collected at the receiving server. 
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Uses of IP Security 
 

IPsec can be used to do the following things: 

 To encrypt application layer data. 

 To provide security for routers sending routing data across the public internet. 

 To provide authentication without encryption, like to authenticate that the data 

originates from a known sender. 

 To protect network data by setting up circuits using IPsec tunneling in which all 

data being sent between the two endpoints is encrypted, as with a Virtual Private 

Network(VPN) connection. 

 

Advantages of IPSec 
 

 Strong security: IPSec provides strong cryptographic security services that help 

protect sensitive data and ensure network privacy and integrity. 

 Wide compatibility: IPSec is an open standard protocol that is widely supported 

by vendors and can be used in heterogeneous environments. 

 Flexibility: IPSec can be configured to provide security for a wide range of 

network topologies, including point-to-point, site-to-site, and remote access 

connections. 

 Scalability: IPSec can be used to secure large-scale networks and can be scaled up 

or down as needed. 

 Improved network performance: IPSec can help improve network performance 

by reducing network congestion and improving network efficiency. 

 

Disadvantages of IPSec 
 

 Configuration Complexity: IPSec can be complex to configure and requires 

specialized knowledge and skills. 

 Compatibility Issues: IPSec can have compatibility issues with some network 

devices and applications, which can lead to interoperability problems. 

 Performance Impact: IPSec can impact network performance due to the overhead 

of encryption and decryption of IP packets. 

 Key Management: IPSec requires effective key management to ensure the security 

of the cryptographic keys used for encryption and authentication. 

 Limited Protection: IPSec only provides protection for IP traffic, and other 

protocols such as ICMP, DNS, and routing protocols may still be vulnerable to 

attacks. 
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SSL/TLS 
 

SSL (Secure Socket Layer) and TLS (Transport Layer Security) are like bodyguards 

for websites, making sure that when information is sent over the internet, it stays safe 

and can’t be messed with by sneaky people. They use a special code to lock up the data 

and keep it private. 

 

Think of TLS as the upgraded version of SSL. It’s like when you get a new and 

improved phone with better features. TLS is on its third version, called TLS 1.3, and 

it’s more secure than SSL, which is kind of like the older version. 

 

Even though SSL is outdated and not used in modern systems anymore, people still use 

the term “SSL” when talking about both protocols. For example, they might say “SSL 

certificate.” 

 

When you see “HTTPS” in your web browser’s address bar, it means that the website 

is using TLS to protect your connection. It’s like a green light that tells you it’s safe. 

 

TLS doesn’t just protect websites; it also keeps things like emails and calls safe from 

prying eyes. It’s like a superhero for your online conversations! 

 

 
 

Secure Socket Layer (SSL) 

 

HOW DOES IT WORK? 

 

 
 



 

When two systems employing TLS attempt to establish a connection, they go through 

a process known as the TLS handshake. During this handshake, both parties verify each 

other’s support for TLS and agree on parameters like TLS version, encryption algorithm, 

and cipher suite. Once the TLS handshake is successful, a secure line is established for 

data exchange. 

 

Encryption and decryption in TLS rely on keys, where public keys encrypt information, 

and private keys decrypt it. This asymmetric cryptography involves two different keys 

for security. 

 

The TLS handshake typically follows these steps, considering a scenario where a client 

(browser) connects to a server hosting a website: 

 

1. The client requests the server to open a secure line, and the server responds by 

presenting a list of compatible TLS versions and cipher suites. Once they agree on 

common parameters, the handshake begins. 

2. The server sends its public key, attached to a digital certificate, to the client. The 

client verifies the certificate to ensure the server’s legitimacy before proceeding. 

3. Using the server’s public key and its private key, the client encrypts a ‘session key.’ 

This session key is used by both parties for encrypting and decrypting information 

during the session and becomes invalid upon connection termination. 

4. Both parties test the connection by sending encrypted messages to each other. If the 

other party can successfully decrypt these messages using the session key, the 

connection is secured. 

 

SSL PROTOCOLS 
 

SSL consists of several protocols, each handling a different aspect of secure 

communication 

1. SSL Record Protocol 

SSL Record Protocol 



 

 Provides confidentiality and message integrity. 

 Application data is divided into fragments, optionally compressed and appended 

with a Message Authentication Code (MAC). 

 The data is then encrypted and transmitted with an SSL header. 

2. Handshake Protocol 

Establishes SSL sessions and authenticates clients and servers. 

SSL Handshake Protocol Phases diagrammatic representation 

Four phases: 

 Client and server exchange hello packets, protocol versions and cipher suites.  

 Server sends its certificate and server key information. 

 Client responds with its certificate and key exchange. 

 Change Cipher Spec finalizes the handshake, activating secure communication. 

3. Change-Cipher Spec Protocol. 

Change Cipher Spec Protocol 

 Signals that pending cryptographic parameters from the handshake should now 

become active. 

 Consists of a single 1-byte message. 

4. Alert Protocol 



 

Alert Protocol 

 

 Communicates SSL-related warnings or errors. 

 Warning alerts (level 1): Non-critical issues, such as expired or unsupported 

certificates. 

 Fatal alerts (level 2): Critical errors, such as handshake failures, bad record MAC 

or illegal parameters, which terminate the connection. 

 

Versions of SSL/TLS 
 

Version Release Year Notes 

SSL 1 Never released Insecure 

SSL 2 1995 First public release 

SSL 3 1996 Improved security 

TLS 1.0 1999 Successor to SSL 3.0 

TLS 1.1 2006 Improved encryption and security 

TLS 1.2 2008 Widely adopted, strong encryption 

TLS 1.3 2018 Modern, efficient, secure protocol 

 

SSL CERTIFICATES 
 

SSL certificates are digital certificates issued by trusted Certificate Authorities (CAs) 

to secure and verify websites. 

Key Features 

 Encryption: Protects sensitive information during transmission. 

 Authentication: Confirms the identity of the website or service. 

 Integrity: Ensures transmitted data is not altered. 

 Non-repudiation: Prevents denial of transmitted messages. 

 Public-key cryptography: Facilitates secure key exchange. 

 Session management: Allows resumption of secure sessions after interruptions. 

 



 

Types of SSL Certificates 

1. Single-Domain: Secures one domain. 

2. Wildcard: Secures one domain and all its subdomains. 

3. Multi-Domain: Secures multiple unrelated domains in one certificate. 

Validation Levels 

 Domain Validation (DV): Confirms domain ownership. 

 Organization Validation (OV): Confirms the organization's identity. 

 Extended Validation (EV): Rigorous verification, highest trust level, often 

indicated by a green address bar. 

 

 

APPLICATIONS: E-COMMERCE (SSL/TLS), VPNS FOR REMOTE 

WORK, DNS IN URL RESOLUTION, FIREWALLS IN BANKS AND 

ENTERPRISES, CYBERSECURITY PRACTICES IN WEB APPS. 
The following applications illustrate the fundamental role of networking protocols and 

security measures in modern technology: 

 E-commerce (SSL/TLS): Secure Sockets Layer (SSL) and its successor, Transport 

Layer Security (TLS), are essential for e-commerce. They establish encrypted links 

between a web server and a client (browser), ensuring that sensitive data such as credit 

card numbers and login credentials remain private and secure during online transactions. 

This is often indicated by "HTTPS" in the URL bar and a padlock icon. 

 

 VPNs for Remote Work: Virtual Private Networks (VPNs) create a secure, encrypted 

"tunnel" over the public internet, allowing remote workers to securely connect to their 

company's internal network. This protects corporate data from interception and 

unauthorized access, effectively extending the secure boundary of the enterprise 

network to the remote employee's location. 

 DNS in URL Resolution: The Domain Name System (DNS) is a critical protocol that 

acts as the internet's phonebook. When a user types a URL (e.g., www.example.com) 

into a browser, DNS translates this human-readable domain name into a machine-

readable IP address, which directs the browser to the correct server hosting the website. 

 Firewalls in Banks and Enterprises: Firewalls are security systems that monitor and 

control incoming and outgoing network traffic based on predefined security rules. 

Financial institutions and large enterprises use firewalls to create a barrier between their 

trusted internal networks and untrusted external networks (like the internet), preventing 

unauthorized access and cyber threats. 

 Cyber security Practices in Web Apps: Web applications employ various cyber 

security practices to protect against attacks. These include input validation to prevent 

SQL injection and cross-site scripting (XSS) attacks, using secure coding principles 

(like the guidance from the OWASP Foundation), regular security audits, and 

employing Web Application Firewalls (WAFs) to filter malicious traffic.  

 

 


