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Building Blocks of 10T connectivity (Client- Server, Web Interface, and API: Qualitative

Analysis only)

1. Client-Server Model

The Client-Server architecture is the foundation of 10T connectivity. It is the system that handles

communication between 10T devices (clients) and the central servers. In this model:

o Client: Typically, 10T devices act as the "“client," which collects data from sensors or
other devices and sends it to the server. These devices could include sensors, actuators,
smartphones, or any endpoint devices connected to the 10T network.

o Server: The server is responsible for receiving, processing, storing, and analyzing the
data sent from multiple client devices. It often includes a database to store the collected

data and an application layer to manage device interactions.
Key aspects of the Client-Server Model:

e Scalability: 10T solutions can scale easily because the server can handle numerous clients
simultaneously.

o Communication: The communication between the client and server is typically handled
via protocols like MQTT, HTTP, or CoAP, allowing reliable and secure data
transmission.

o Data Storage and Processing: Servers are capable of processing and analyzing large
amounts of data from various IoT clients, facilitating tasks such as real-time monitoring

and predictive analytics.
2. Web Interface

A web interface provides a graphical user interface (GUI) that allows users to interact with and
manage loT devices and systems. It’s essential for managing IoT networks, visualizing data, and
controlling devices remotely. The web interface could be a dashboard or control panel accessible

through a browser.

Key aspects of Web Interface:

ROHINI COLLEGE OF ENGINEERING AND TECHNOLOGY



24EE404 IOT SENSORS AND DEVICES

User Interaction: Through a web interface, users can monitor the status of 10T devices,
configure settings, and visualize data through charts, graphs, or other visual elements.
Accessibility: A web interface is easily accessible on any device with an internet
connection, offering flexibility in how users interact with 10T networks.

Data Visualization: It allows users to gain insights into the system’s performance, track
device behaviors, and make decisions based on real-time data.

Control: It also offers the ability to send commands to I0T devices, adjusting their

settings or triggering specific actions based on user input.

3. APIs (Application Programming Interfaces)

APIs serve as the communication bridge between different software components, enabling

seamless interaction between 10T devices, servers, and third-party systems. APIs allow

developers to create applications that can interface with 0T devices and their data.

Key aspects of APIs in oT:

Interoperability: APIs enable different devices and systems to work together, even if
they are built using different platforms or technologies. This is particularly important in
0T ecosystems, where devices from different manufacturers need to communicate.
Security: APIs are typically secured using protocols like OAuth, token-based
authentication, or SSL/TLS encryption, ensuring that only authorized users or systems
can access 10T data.

Data Exchange: APIs define the methods and endpoints through which 10T devices or
systems can exchange data, trigger actions, and send notifications.

Automation and Integration: APIs enable automation of I0T systems by linking devices
with other systems such as cloud services, machine learning platforms, or enterprise
software. APIs also allow easy integration with third-party services, extending the

functionality of an 10T network.

Summary

Together, these three building blocks—Client-Server model, Web Interface, and APIs—form

the backbone of 10T connectivity:

Client-Server Model ensures structured communication and central data management.
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e Web Interfaces provide a user-friendly platform for monitoring and controlling 10T
devices.
o APIs enable seamless communication and integration, ensuring interoperability, security,

and the ability to scale.

By combining these elements, 10T networks can achieve reliable, secure, and scalable

connectivity, facilitating the smooth operation of connected devices and systems.
Diagram: Building Blocks of 10T Connectivity

Below is a simple diagram to show how the Client-Server Model, Web Interface, and API

interact within an loT system:
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Key Points in the Diagram:

1. 10T Device (Client): Gathers data, triggers actions, and sends information to the server.
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2. Web Interface: Users access the system through a web interface to control devices, view
data, and interact with the 10T network.

3. API: Ensures seamless communication between the server, web interface, and third-party
systems (external services, cloud platforms, or other 10T devices).

4. Server: Processes data, stores it, performs analytics, and communicates with the web

interface and other components.

Building Blocks of 10T

Four things form basic building blocks of the IoT system —sensors, processors, gateways, applications.

Each of these nodes has to have its own characteristics in order to form a useful 10T system.
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Figure 1: Simplified block diagram of the basic building blocks of the 10T

Sensors:

These form the front end of the IoT devices. These are the so-called “Things” of the system. Their main
purpose is to collect data from its surroundings (sensors) or give out data to its surrounding (actuators).
These have to be uniquely identifiable devices with a unique IP address so that they can be easily
identifiable over a large network.

These have to be active in nature which means that they should be able to collect real-time data. These can
either work on their own (autonomous in nature) or can be made to work by the user depending on their
needs (user-controlled).

Examples of sensors are gas sensors, water quality sensors, moisture sensors, etc.

Processors:

Processors are the brain of the 1oT system. Their main function is to process the data captured by the

sensors and process them so as to extract valuable data from the enormous amount of raw data collected.
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In a word, we can say that it gives intelligence to the data.

Processors mostly work on a real-time basis and can be easily controlled by applications. These are also
responsible for securing the data — that is performing encryption and decryption of data.

Embedded hardware devices, microcontrollers, etc are the ones that process the data because they have
processors attached to it.

Gateways:

Gateways are responsible for routing the processed data and send them to proper locations for its (data)
proper utilization.

In other words, we can say that gateway helps in and for communication of the data. It provides network
connectivity to the data. Network connectivity is essential for any loT system to communicate.

LAN, WAN, PAN, etc are examples of network gateways.

Applications:

Applications form another end of an lIoT system. Applications are essential for the proper utilization of all
the data collected.

These cloud-based applications that are responsible for rendering the effective meaning to the data
collected. Applications are controlled by users and are a delivery point of particular services.

Examples of applications are home automation apps, security systems, industrial control hubs, etc.

In Figure 2, the extreme right block forms the application end of the 10T system.
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Figure 2: Basic building blocks of 10T

In a nutshell, from the figure, we can determine that the information gathered by the sensing node (end
node) is processed first then via connectivity reaches the embedded processing nodes that can be any

embedded hardware devices and are processed there as well

It then passes through the connectivity nodes again and reaches the remote cloud-based processing that
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can be any software and is sent to the application node for the proper applied usage of the data collected
and also for data analysis via big data.

HOW loT WORKS

People think that there is some rocket science behind the working of 10T, but is no rocket science. The
working of 10T is quite simple.

The flow goes as follows

First, it acquires information with respect to basic resources (names, addresses and so on) and related
attributes of objects by means of automatic identification and perception technologies such as RFID,
wireless sensor and satellite positioning, in other words, the sensors, RFID tags, and all other uniquely
identifiable objects or "things" acquire real-time information (data) with the virtue of a central hub like

smartphones.

Second, by virtue of many kinds of communications technologies, it integrates object-related information
into the information network and realizes the intelligent indexing and integration of the information
related to masses of objects by resorting to a fundamental resource services (similar to the resolution,

addressing, and discovery of the internet).
Finally, utilizing intelligent computing technologies such as cloud computing, fuzzy recognition, data
mining, and semantic analysis, it analyzes and processes the information related to masses of objects so as

to eventually realize intelligent decision and control in the physical world.

To get a better understanding of what we discussed, let’s have a look at the following diagram.
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Figure 3: Layers of the loT

In the Physical layer, all the data collected by the access system (uniquely identifiable "things™) collect
data and go to the internet devices (like smartphones). Then via transmission lines (like fiber-optic cable),
it goes to the management layer where all the data is managed separately (stream analytics and data
analytics) from the raw data. Then all the managed information is released to the application layer for

proper utilization of the data collected.
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