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Components of Blockchain Network

Blockchain networks have various interdependent components that work together to ensure secure,
transparent, and efficient data transactions. Key elements include nodes, which validate and relay
transactions; a decentralized ledger that records all activity; and consensus mechanisms that
maintain the integrity of the network. Additionally, cryptographic techniques and smart contracts
enhance security and automate processes. This article discusses the components of the Blockchain
Network in detail.

What is Blockchain?

Blockchain is a revolutionary technology that serves as a decentralized and distributed digital

ledger for securely and transparently recording transactions across multiple computers. It allows

participants in a network to share access to the same information without needing a central
authority, enhancing trust among users.

Key Features

1. Decentralization: Unlike traditional databases controlled by a single entity, a blockchain is
maintained by multiple nodes (computers) that participate in the network. This decentralization
reduces the risk of single points of failure.

2. Transparency: Every transaction on the blockchain is visible to all participants in the network.
This transparency helps in building trust, as anyone can verify the authenticity of the data.

3. Immutability: Once a transaction is recorded in a block and added to the blockchain, it cannot
be altered or deleted without consensus from the majority of the network. This feature protects
against fraud and ensures data integrity.

4. Security: Blockchain uses cryptographic techniques to secure transactions and control the
creation of new blocks. Each block contains a unique hash of the previous block, creating a
chain that is difficult to tamper with.

5. Consensus Mechanisms: Blockchain employs various algorithms (such as Proof of Work,
Proof of Stake, etc.) to achieve agreement among nodes on the validity of transactions. This
ensures that all participants in the network have a consistent view of the ledger.

Core Components of Blockchain Networks

The core components of blockchain networks are essential for their operation and functionality.

Each component plays a critical role in maintaining the integrity, security, and efficiency of the

blockchain. Here are the core components of the blockchain network:

1. Nodes

Nodes are individual computers that participate in the blockchain network. Each node stores a

copy of the entire blockchain or part of it.

1. Full Nodes: It maintains a full copy of all the transactions. It has the capacity to validate,
accept and reject the transactions.

2. Partial Nodes: It is also called a Lightweight Node because it doesn't maintain the whole copy
of the blockchain ledger. It maintains only the hash value of the transaction. The whole
transaction is accessed using this hash value only. These nodes have low storage and low
computational power.

3. Mining Nodes: Nodes that validate transactions and add them to the blockchain, typically
through a process called mining (in Proof of Work systems).

2. Ledger
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The blockchain itself serves as a distributed ledger that records all transactions in a secure and
immutable manner. The ledger is composed of blocks, each containing a set of transactions, a
timestamp, and a reference (hash) to the previous block, forming a chronological chain.

1. Public Ledger: It is open and transparent to all. Anyone in the blockchain network can read
or write something.

2. Distributed Ledger: In this ledger, all nodes have a local copy of the database. Here, a group
of nodes collectively execute the job i.e verify transactions, add blocks in the blockchain.

3. Decentralized Ledger: In this ledger, no one node or group of nodes has a central control.
Every node participates in the execution of the job.

3. Transactions

Transactions are the fundamental units of data in a blockchain, representing the transfer of value

or information. A transaction is created, verified by nodes, and then recorded on the blockchain. It

typically includes the sender’s and receiver’s addresses, the amount, and a digital signature for
authenticity.

4. Consensus Mechanisms

Consensus mechanisms are algorithms that allow the network to agree on the validity of

transactions and maintain a consistent state of the ledger.

1. Proof of Work (PoW): Requires participants to solve complex mathematical problems to
validate transactions (e.g., Bitcoin).

2. Proof of Stake (PoS): Validators are chosen based on the number of coins they hold and are
willing to "stake" as collateral (e.g., Ethereum 2.0).

3. Delegated Proof of Stake (DPoS): Participants vote for a small number of delegates to
validate transactions on their behalf.

Supporting Components of Blockchain Networks

Supporting components work together to provide a robust framework for the various applications

of blockchain technology. Here is an overview of the supporting components:

1. Cryptography

Cryptography is essential for securing transactions, protecting data integrity, and maintaining

privacy within the blockchain network.

1. Hash Functions: Generate a unique fixed-size output (hash) for any input data. This ensures
that even a small change in the input will produce a completely different hash, helping to secure
the data against tampering.

2. Digital Signatures: Used to verify the authenticity of transactions. A digital signature is
created using a sender’s private key and can be verified by others using the sender’s public
key, ensuring the integrity and origin of the transaction.

3. Public and Private Keys: Each user has a pair of cryptographic keys. The public key is shared
with others, while the private key is kept secret, enabling secure transaction signing.

2. Smart Contracts

Smart contracts are self-executing contracts with the terms written directly into code, which run

on the blockchain.

1. Automation: They automate contract execution without the need for intermediaries, reducing
costs and increasing efficiency.

2. Conditions: Smart contracts can execute actions when predetermined conditions are met, such
as transferring funds or issuing tokens.

3. Use Cases: Commonly used in various applications, including supply chain management,
insurance claims, and decentralized finance (DeFi).
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3. Tokens

Tokens are digital assets created on a blockchain that represent various utilities, rights, or assets.

1. Utility Tokens: Provide users with access to a specific product or service within a blockchain
ecosystem (e.g., Ethereum's Ether).

2. Security Tokens: Represent ownership in a real-world asset, such as stocks or real estate, and
are subject to regulatory scrutiny.

3. Stablecoins: Cryptocurrencies designed to maintain a stable value, often pegged to a fiat
currency (e.g., USDT, USDC).

Conclusion

In conclusion, the components of a blockchain network such as nodes, ledgers, and consensus

mechanisms, work together to create a secure and transparent system for recording transactions.

Supporting elements like cryptography, smart contracts, and oracles further enhance functionality

and interoperability. Understanding these components is essential for grasping how blockchain

technology operates and its potential applications across various industries. As the technology

continues to evolve, its foundational components will play a crucial role in shaping the future of

digital interactions and transactions.

2.2 Types of Blockchain

Blockchain technology has evolved into a versatile tool with various applications across industries.
Understanding the different types of blockchain is essential for selecting the right solution for
specific needs. Broadly categorized into public, private, consortium, and hybrid blockchains, each
type offers unique characteristics, benefits, and use cases. Public blockchains enable open access
and decentralization, while private blockchains prioritize security and control. Consortium
blockchains serve collaborative networks, and hybrid blockchains combine features of both public
and private models.

What is Blockchain Technology?

Blockchain technology is a decentralized, distributed ledger system that securely records and

verifies transactions across a network of computers. It allows multiple parties to share and access

the same data without a central authority.

1. Decentralization: Unlike traditional databases controlled by a single entity, blockchain
operates on a peer-to-peer network. This decentralization reduces the risk of data manipulation
and single points of failure.

2. Distributed Ledger: Every participant in the network has access to a copy of the entire
blockchain, ensuring that all transactions are transparent and verifiable. This distributed nature
enhances trust among participants.

3. Immutability: Once data is recorded in a blockchain, it is nearly impossible to alter or delete.
Each block is cryptographically linked to the previous one, forming a secure chain. This feature
ensures data integrity and historical accuracy.

4. Consensus Mechanisms: Blockchain networks use various consensus algorithms (such as
Proof of Work or Proof of Stake) to validate and agree on transactions. This ensures that all
network participants reach a common agreement before adding new data.

5. Smart Contracts: Some blockchains, like Ethereum, support smart contracts. These automate
processes and enforce agreements without intermediaries.

Permissionless Blockchain
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A permissionless blockchain is a type of blockchain network that allows anyone to participate in

the network without requiring special permissions or approvals.

1. Open Access: Anyone can join the network, validate transactions, and contribute to the
blockchain. This openness fosters a decentralized environment where no single entity controls
the network.

2. Decentralization: Permissionless blockchains operate on a decentralized network of nodes,
which helps to distribute power and reduce the risk of censorship or manipulation by any single
party.

3. Consensus Mechanisms: These blockchains typically use consensus algorithms such as
network participants' Proof of Stake (PoS) to validate transactions and secure the network.
Participants compete to solve complex mathematical problems (in the case of PoW) or stake
their own tokens (in PoS) to earn the right to validate new blocks.

4. Transparency: All transactions on a permissionless blockchain are recorded on a public
ledger, allowing anyone to view transaction history and verify data integrity.

5. Anonymity: While transactions are transparent, participants often remain pseudonymous.
Users are identified by their public keys rather than personal information, providing a layer of
privacy.

Permissioned Blockchain

A permissioned blockchain is a type of blockchain network that restricts access and participation

to a select group of authorized users. Unlike permissionless blockchains, where anyone can join

and validate transactions, permissioned blockchains require participants to obtain permission
before they can access the network or perform certain actions.

1. Access Control: Only authorized participants can join the network, ensuring that all nodes are
known and vetted. This allows for greater control over who can validate transactions and access
data.

2. Centralized Governance: Typically governed by a consortium of organizations or a central
authority, which makes decisions about network rules and policies.

3. Enhanced Privacy: Transactions and data are often more private, as sensitive information can
be kept off-chain or shared only among authorized parties.

4. Customizable Protocols: Organizations can customize consensus mechanisms and other
protocols to meet their specific needs and requirements.

Types of Blockchain

Here are the 4 types of Blockchains:

1. Public Blockchain

These blockchains are completely open to following the idea of decentralization. They don't have

any restrictions, anyone having a computer and internet can participate in the network.

1. As the name is public this blockchain is open to the public, which means it is not owned by
anyone.

2. Anyone having internet and a computer with good hardware can participate in this public
blockchain.

3. All the computers in the network hold the copy of other nodes or blocks present in the network

4. In this public blockchain, we can also perform verification of transactions or records

Advantages:

1. Trustable: There are algorithms to detect fraud. Participants need not worry about the other
nodes in the network.
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2. Secure: This blockchain is large as it is open to the public. In a large size, there is a greater
distribution of records.

3. Anonymous Nature: It is a secure platform to make your transaction properly at the same
time, you are not required to reveal your name and identity to participate.

4. Decentralized: There is no single platform that maintains the network, instead every user has
a copy of the ledger.

Disadvantages:

1. Processing: The rate of the transaction process is very slow, due to its large size. Verification
of each node is a very time-consuming process.

2. Energy Consumption: Proof of work is highly energy-consuming. It requires good computer
hardware to participate in the network.

3. Acceptance: No central authority is there so governments are facing the issue of implementing
the technology faster.

Use Cases:

Public Blockchain is secured with proof of work or proof of stake they can be used to displace

traditional financial systems. The more advanced side of this blockchain is the smart contract that

enabled this blockchain to support decentralization. Examples of public blockchains are Bitcoin

and Ethereum.

2. Private Blockchain

These blockchains are not as decentralized as the public blockchain only selected nodes can

participate in the process, making it more secure than the others.

1. These are not as open as a public blockchain.

2. They are open to some authorized users only.

3. These blockchains are operated in a closed network.

4. In this few people are allowed to participate in a network within a company/organization.

Advantages:

1. Speed: The rate of the transaction is high, due to its small size. Verification of each node is
less time-consuming.

2. Scalability: We can modify the scalability. The size of the network can be decided manually.

3. Privacy: It has increased the level of privacy for confidentiality reasons as the businesses
required.

4. Balanced: It is more balanced as only some users have access to the transaction which
improves the performance of the network.

Disadvantages:

1. Security: The number of nodes in this type is limited so chances of manipulation are there.
These blockchains are more vulnerable.

2. Centralized: Trust building is one of the main disadvantages due to its central nature.
Organizations can use this for malpractices.

3. Count: Since there are few nodes if nodes go offline the entire system of blockchain can be
endangered.

Use Cases:

With proper security and maintenance, this blockchain is a great asset to secure information

without exposing it to the public eye. Therefore companies use them for internal auditing, voting,

and asset management. An example of private blockchains is Hyperledger, Corda.

3. Hybrid Blockchain
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It is the mixed content of the private and public blockchain, where some part is controlled by some

organization and other makes are made visible as a public blockchain.

1. Itis a combination of both public and private blockchain.

2. Permission-based and permissionless systems are used.

3. User access information via smart contracts

4. Even if a primary entity owns a hybrid blockchain it cannot alter the transaction

Advantages:

1. Ecosystem: The most advantageous thing about this blockchain is its hybrid nature. It cannot
be hacked as 51% of users don't have access to the network.

2. Cost: Transactions are cheap as only a few nodes verify the transaction. All the nodes don't
carry the verification hence less computational cost.

3. Architecture: It is highly customizable and still maintains integrity, security, and
transparency.

4. Operations: It can choose the participants in the blockchain and decide which transaction can
be made public.

Disadvantages:

1. Efficiency: Not everyone is in a position to implement a hybrid Blockchain. The organization
also faces some difficulty in terms of efficiency in maintenance.

2. Transparency: There is a possibility that someone can hide information from the user. If
someone wants to get access through a hybrid blockchain it depends on the organization
whether they will give or not.

3. Ecosystem: Due to its closed ecosystem this blockchain lacks the incentives for network
participation.

Use Case:

It provides a greater solution to the healthcare industry, government, real estate, and financial

companies. It provides a remedy where data is to be accessed publicly but needs to be shielded

privately. Examples of Hybrid Blockchain are the Ripple network and XRP token.

4. Consortium Blockchain

It is a creative approach that solves the needs of the organization. This blockchain validates the

transaction and also initiates or receives transactions.

1. Also known as Federated Blockchain.

2. This is an innovative method to solve the organization's needs.

3. Some part is public and some part is private.

4. In this type, more than one organization manages the blockchain.

Advantages:

1. Speed: A limited number of users make verification fast. The high speed makes this more
usable for organizations.

2. Authority: Multiple organizations can take part and make it decentralized at every level.
Decentralized authority, makes it more secure.

3. Privacy: The information of the checked blocks is unknown to the public view. But any
member belonging to the blockchain can access it.

4. Flexible: There is much divergence in the flexibility of the blockchain. Since it is not a very
large decision can be taken faster.

Disadvantages:

1. Approval: All the members approve the protocol making it less flexible. Since one or more
organizations are involved there can be differences in the vision of interest.



ROHINI COLLEGE OF ENGINEERING AND TECHNOLOGY 24CA343-IBCA

2. Transparency: It can be hacked if the organization becomes corrupt. Organizations may hide
information from the users.

3. Vulnerability: If a few nodes are getting compromised there is a greater chance of
vulnerability in this blockchain

Use Cases:

It has high potential in businesses, banks, and other payment processors. Food tracking of the

organizations frequently collaborates with their sectors making it a federated solution ideal for

their use. Examples of consortium Blockchain are Tendermint and Multichain.

Comparative Analysis of Blockchain Types

Private Hybrid Consortium
Feature Public Blockchain  Blockchain Blockchain Blockchain
Restricted to Limited to a Combination
Access Open to everyone specific group of of public and
Control participants organizations private
Semi- Mixed
Decentralized Centralized . governance
decentralized
Governance structure
. Low Moderate Variable
High transparency
Transparency transparency transparency transparency
High
Limited scalability ~ High scalability " Cderate scalability
- scalability .
Scalability potential
High due to Lower due to Moderate Variable
Security decentralization centralization security security
Slower due to Faster than
. Faster ; .
Transaction consensus . public, slower Variable speed
: transactions .
Speed mechanisms than private
Cryptocurrencies, Enter_prlse Supp_ly chain, Varl_ous_
decentralized apps so_lutlons, data  banking, _ appllcathng_
Use Cases privacy collaborations need flexibility
Conclusion

In conclusion, the various types of blockchains, public, private, consortium, and hybrid, each serve
distinct purposes and address specific needs. Public blockchains prioritize transparency and
decentralization, while private blockchains focus on privacy and control. Consortium blockchains
facilitate collaboration among multiple entities, and hybrid blockchains offer a blend of both
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worlds. Sidechains enable asset transfer and experimentation without affecting the main chain,
whereas Layer 2 solutions enhance scalability and speed. Understanding these types allows
organizations to choose the most suitable blockchain architecture for their unique applications and
goals.

2.3 Blockchain Validator

A blockchain validator is a node on a blockchain network that is in charge of ordering and verifying
transactions. Learn about different types and their impact on...The validators are at the heart of a
blockchain network. By actively participating in transaction validation and consensus
mechanisms, validators make the blockchain more trustworthy, improve network security, and
ensure that recorded transactions are accurate. What is equally crucial to understand is the
validation and processing of transactions in a blockchain are done in a peer-to-peer (trustless)
manner without reliance on or interference from centralized entities or intermediaries. In this post,
we discuss who these blockchain validators are, the various crypto validator types, and their
importance in a crypto network!

What is a Blockchain Validator?

Individuals responsible for ordering, validating and confirming transactional data are known as
‘blockchain validators’. They are essential to keeping the blockchain safe and secure, ensuring
only valid transactions are added to the digital ledger called blockchain. Note, in public and
permissionless blockchains, the verification of end-user commercial transactions is a global
endeavor, conducted by a network of independent validators. These validators, a distinct type of
node, are geographically dispersed and adhere strictly to established network protocols.

Their collaborative effort is crucial in achieving consensus on the validity of transactions, a
trustless process that not only fortifies the network against double-spending attacks but also
underpins its security and functionality. This decentralized verification mechanism ensures both
the integrity and the operational robustness of the blockchain system.

Permissionless blockchains typically employ a randomized selection process for validators,
ensuring equitable opportunities for participants to verify transactions and receive rewards.
Initially, blockchain networks like Bitcoin relied on Proof-of-Work (PoW), an energy-intensive
yet secure consensus mechanism that involves generating specific hashes using powerful
computers or GPUs. However, concerns over environmental impact and scalability have prompted
a shift towards Proof-of-Stake (PoS) and its derivatives. In Proof-of-Stake or PoS, validators are
chosen based on their stake in the network’s currency. Regardless of the mechanism, the aim is
consistent: to enable peer-verified, secure transactions, safeguarding the network against malicious
activities in the absence of trusted central validators.

How to Become a Blockchain Validator?
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Follow these basic steps to become a crypto validator:

1. Choose a blockchain network: Choose a blockchain platform that uses a consensus method like
Proof of Stake (PoS) that requires validators to operate and maintain the system.

2. Acquire the native cryptocurrency: Get enough of the network’s original cryptocurrency, often
needed as a stake to become a validator.

3. Set up a validator node: Follow the steps unique to each blockchain network to install the right
(client) software and set up a validator node on your computer or server.

4. Stake your cryptocurrency: Lock the native crypto you own as a stake, making it a part of the
network. The process of staking will be different for each blockchain network.

5. Participate in the network: Once your validator node is up and running, you can actively
participate in the validation process by checking transactions, proposing blocks, and coming to a
consensus with other validators.

6. Keep up your good behavior: Follow the network’s rules and standards, be honest, and don’t
take any steps that could lead to penalties or the loss of the cryptocurrency you’ve staked.

Remember that the exact process to become a blockchain validator can vary based on a specific
blockchain platform and its needs, so it’s essential to look at the official documentation provided
by the blockchain network of your choice.

What are the Types of Crypto Validators?

1. Proof of Work Miners

Participants in a Proof-of-Work (PoW) network, commonly referred to as miners, engage in a
competitive process to validate transactions and propose new blocks by solving cryptographic
challenges. Utilizing substantial computational power, these miners strive to generate a hash value
that is lower than the current network threshold. The first miner to achieve this is granted the right
to validate and compile transactions into a new block. Successful validation and addition of these
transactions to the blockchain, in accordance with network protocols, rewards miners with
network-specific cryptocurrency, like BTC, as a form of compensation for their computational
efforts.

Proof-of-Work blockchain networks include Bitcoin, Litecoin, Bitcoin Cash among others.

2. Proof of Stake Validators

In a Proof-of-Stake (PoS) system, participants known as validators play a crucial role in
maintaining the network’s integrity. Unlike the competitive, computation-intensive process of
Proof-of-Work, PoS validators are selected based on the amount of the network’s cryptocurrency
they hold and are willing to ‘stake’ as collateral. This stake acts as a form of security, ensuring
validators act in the network’s best interest. Once chosen, these validators are responsible for
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verifying transactions and creating new blocks. Successful block creation and transaction
verification are rewarded with transaction fees and/or new coins, aligning the validators’ incentives
with the network’s smooth and secure operation. This mechanism not only reduces the
environmental impact due to lower computational requirements but also aims to democratize the
validation process by potentially allowing more participants to become validators.

Examples of PoS networks include Ethereum, Shardeum, Avalanche among others.
Want to know more about proof of stake & proof of work? Here is the Difference between Proof
of Work & Proof of Stake article! Check out this article and get all the information you need.

3. Delegated Proof of Stake Validators

In Delegated Proof of Stake (DP0S), network consensus is overseen by a select group of validators,
known as delegates, elected by the token holders. This system concentrates the validation
responsibility among these elected individuals, unlike traditional Proof of Stake where any token
holder can be a validator. Delegates are responsible for transaction verification and blockchain
maintenance, incentivized through transaction fees or new tokens. DPoS enhances efficiency and
scalability, while incorporating a democratic element by allowing token holders to influence who
maintains the network.

Examples of DPoS-utilizing networks include EQS, Tron, and BitShares.

4. Byzantine Fault Tolerant Validators

Byzantine Fault Tolerance (BFT) validators are crucial in networks where participants might be
unreliable or malicious. They collaborate to authenticate transactions and create new blocks,
ensuring consensus even with some nodes acting dishonestly. BFT systems are designed for rapid
agreement and high transaction throughput, ideal for consortium or private blockchains like
Hyperledger Fabric and Ripple. These validators provide a secure, efficient process, guaranteeing
transaction finality and network integrity despite potential internal threats. These networks are
known to be more centralized compared to its decentralized peers.

1. Blockchain validators play a crucial role in maintaining the and integrity of blockchain networks
by verifying transactions and ensuring CONSensus.

2. There are different types of validators, including Proof of Work Miners, Proof of Stake
Validators, Delegated Proof of Stake Validators, and Byzantine Fault Tolerant Validators.

3. Crypto validators are responsible for transaction ordering, validation, consensus building, and
keeping the network secure.

4. Becoming a blockchain validator involves choosing a network, acquiring the native
cryptocurrency, setting up a validator node, staking the cryptocurrency, participating in the
network, and following network rules

What is the Usage of Crypto Validators

1. Transaction Ordering
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Transaction ordering by validators is a critical but often understated function in blockchain
networks. Validators not only verify the legitimacy of transactions but also determine their
sequence within a block. This ordering is vital because it dictates the chronological framework of
the blockchain, ensuring consistency and preventing issues like double spending and MEV. By
meticulously organizing transactions, validators uphold the integrity and historical accuracy of the
blockchain ledger, a key component in maintaining the network’s overall reliability and
trustworthiness.

2. Transaction Validation

In a blockchain network, the job of the crypto validators is to verify transactions honestly
by following the rules and protocols of the network. Validators make sure that transactions are
real, that the person has enough money, and that people don’t spend the same money twice. By
looking at the details of transactions and doing validation checks, they help keep the blockchain
record honest and accurate. Transaction validation by validators builds trust among network
members, ensures that recorded transactions are valid, and helps keep the blockchain system open
and reliable.

3. Consensus Building

Crypto validators are a vital part of how a blockchain network comes to an agreement.
They participate in the consensus process, which is how they agree on the correctness and order
of transactions or blocks as a group. Validators use their computing power, stakes, or voting power
to help reach a consensus mechanism. This ensures the network has a shared and unchangeable
history of transactions. By building consensus, validators create a network where no one has to
believe anyone else, and everyone agrees on the state of the blockchain. This consensus method
allows the network to withstand attacks from bad actors, keep data consistent, and provide a
trustworthy and tamper-resistant ledger.

4. Keeping Network Secure

Crypto validators are a vital part of ensuring a blockchain network is safe. By verifying
transactions and helping to reach a consensus, they add to the security and integrity of the
network as a whole. Further, the validators themselves are punished if their conduct is found to
be less than ideal, which elevates the security factor of blockchain technology. By protecting the
network from possible attacks and maintaining a strong consensus process, validators help keep
the blockchain safe from malicious actors and maintain its integrity
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