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Protocols and Communication (Zigbee, Bluetooth, Wi-Fi, MOTT: Qualitative Analysis
only)

Protocol Definition:

A protocol in communication refers to a set of rules and conventions that define how data is
transmitted and received across a network.

Communication Definition:

Communication is the process of exchanging data or information between two or more

devices (or systems) over a transmission medium using a shared set of rules (protocols).

% The communication is very well known terminology which involves the exchange of
information between two or more mediums. In embedded systems, the
communication means the exchange of data between two microcontrollers in the
form of bits.

% This exchange of data bits in microcontroller is done by some set of defined rules
known as communication protocols.

% If the data is sent in series i.e. one after the other then the communication protocol is
known as Serial Communication Protocol. More specifically, the data bits are
transmitted one at a time in sequential manner over the data bus or communication
channel in Serial Communication.

Types of Communication Protocols

Examples of Serial Communication Protocol
CAN, ETHERNET, I12C, SPI, RS232, USB, 1-Wire, and SATA etc.
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Example of a serial interface, transmitting one bit every clock pulse. Just 2 wires required!

Examples of Parallel Communication Protocols.

ISA, ATA, SCSI, PCl and IEEE-488.
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An 8-bit data bus, controlled by a clock, transmitting a byte every clock pulse. 9 wires are used.
Transmission Modes in Serial Communication

%+ Every electronics device whether it is Personal Computer (PC) or Mobile runs on
serial communication.

%+ The protocol is the secure and reliable form of communication having a set of rules
addressed by the source host (sender) and destination host (receiver) similar to
parallel communication.

There are several types of serial communication depending on the type of transmission
mode and data transfer.

The transmission modes are classified as

* Simplex
* Half Duplex
* Full Duplex.

* Simplex Method:

* In simplex method either of the medium i.e sender or receiver can be active at a
time. So if the sender is transmitting the data then receiver can only accept and vice
versa. So simplex method is one-way communication technique. The well-known
examples of simplex method are Television and Radio.
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Fig: Simplex Mode of Transmission

Half Duplex Method:
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In half duplex method both sender and receiver can be active but not at the same time. So if the
sender is transmitting then receiver can accept but cannot send and similarly vice versa. The
well-known examples of the half duplex are the internet where the user sends a request for a data
and the gets it from server.

Half Duplex

Full Duplex
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Full Duplex Method:

In full duplex method, both receiver and transmitter can send data to each other at the same time.
The well-known example is mobile phone.
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Protocols and Communication refers to the set of rules and systems that allow devices to
exchange data in a networked environment. Below is a qualitative overview of four major
communication technologies/protocols widely used in modern digital and 10T systems: Zigbee,
Bluetooth, Wi-Fi, and MQTT.
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Here’s a qualitative analysis of Zigbee, Bluetooth, Wi-Fi, and MQTT, focusing purely on
their communication characteristics, advantages, limitations, and typical use—no numbers
or technical depth, just clear conceptual comparisons.

® Zigbee — For Low-Power Mesh Communication
Key Characteristics:

o Designed for low-power, low-data applications.
o Uses mesh networking—devices relay data to extend range.
e Common in loT and smart environments.

o Excellent for battery-powered devices.
e Mesh structure enhances coverage and network reliability.
e Highly scalable—can support many nodes in a network.

Cons:
e Not suitable for large data transfers (like video or audio).
e Can face interference from other 2.4 GHz signals (like Wi-Fi).
e Requires a coordinator device to manage the network.
Common Uses:
e Smart homes (lights, locks, thermostats)

e Industrial monitoring
e Building automation

4 Bluetooth — For Short-Range Device Pairing

Key Characteristics:

e Meant for short-range communication between devices.
e Comes in two major forms: Classic Bluetooth and Bluetooth Low Energy (BLE).

e Widely supported by mobile devices and wearables.
e BLE is energy efficient, ideal for low-power needs.
e Works well for point-to-point connections.

Cons:

o Limited range and number of connections.
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o Not optimal for large networks or continuous streaming.
o Can get interference in crowded environments.

Common Uses:
e Wireless audio (earbuds, speakers)

o Fitness trackers and smartwatches
e Short-range communication between gadgets

4 Wi-Fi — For High-Speed Local Networking
Key Characteristics:

e Best for high-throughput communication over short-to-medium range.
o Typically used for internet access and local file sharing.

e High data rates support video, voice, and large file transfers.
e Ubiquitous infrastructure—found in most homes and workplaces.
o Works well for real-time streaming and internet-based apps.

Cons:
e Power hungry, not ideal for battery-powered IoT.
o Limited scalability in terms of connected low-power devices.
o Can experience congestion in dense environments.
Common Uses:
e Internet browsing and streaming

e Video calls and online gaming
e Smart home hubs and security cameras

4 MQTT - For Lightweight Messaging
Key Characteristics:

e A communication protocol (not a physical wireless technology).
e Works on top of existing networks like Wi-Fi, Ethernet, or cellular.
e Based on a publish/subscribe model.

o Extremely lightweight, good for low-bandwidth or unstable networks.
o Flexible message delivery with Quality of Service (QoS) levels.
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o Decouples senders and receivers—great for distributed systems.
Cons:

e Requires a central broker to handle communication.

o Not secure by default—needs added security layers.

o Depends on underlying network quality for performance.
Common Uses:

e 10T data collection (sensors, telemetry)

e Home automation systems
e Mobile apps that need efficient background communication

Quick Summary (Qualitative View)

Feature/Aspect Zigbee Bluetooth Wi-Fi MQTT
Power Efficiency  Excellent Excellent (BLE)  Poor Excellent

. . Small-medium, Large, .
Data Handling Small, infrequent short-term continuous Tiny, frequent
(S:t(;/ rIT;munlcatlon Mesh Point-to-point Hub-and-spoke Pub/Sub

. Sensors, Wearables, Internet, .
Use Case Fit automation peripherals multimedia 0T messaging
Network Size Large, scalable Small, limited Medium Very scalable
Hardware Zigbee chip, Built-in  in  most Wi-Fi  access MQTT broker +
Requirement coordinator devices point network

Let me know if you want this turned into a table, infographic, or included in a report or
presentation.

ROHINI COLLEGE OF ENGINEERING AND TECHNOLOGY n



24EE404 IOT SENSORS AND DEVICES

COmmunuication

Qualitative Analysis

Z =

Zigbee Bluetooth Wi-Fi
Strengths Strengths Strengths
e Low power ¢ Low energy option (BLE) | < High data rate
consumiption o Ubiquity + Longerrange
o Mesh networking e Quick pairing  Widespread
e Scalability infrastructure
e Reliable in dense Weaknesses
networks o Limited range Weaknesses
o Limited network size o High power conseumtion
Weaknesses o Potential interference o Congestion in urban ares
o Low datarate » Limited scalability for loT
« Shorter range Typical Use Cases
compared to Wi-Fi « Wireless headphenes Typical Use Cases
¢ Interference o Fitness trackers * Requires a broker
. + Medical devices s Security needs extra
Typical Use Cases layers
+ Smart home devices » Not a physical layer
e Industrial monitoring protocol

e Agricultural loT

Bluetooth
% Bluetooth is astandardized protocol for sending and receiving data via a 2.4GHz

wireless link. It's a secure protocol, and it's perfect for short-range, low-power, low-cost,
wireless transmissions between electronic devices.

*

% Bluetooth serves as an excellent protocol for wirelessly transmitting relatively small
amounts of data over a short range (<100m). It's perfectly suited as a wireless
replacement for serial communication interfaces.
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Examples of Bluetooth master/slave piconet(Bluetooth networks) topologies.
ZigBee
% ZigBee is a Personal Area Network task group with low rate task group 4. It is a
technology of home networking. ZigBee is a technological standard created for
controlling and sensing the network.

i Fi €3 Bluetooth’

Too much Power 7 Devices Max
High Data rate
Types of ZigBee Devices:
Zigbee Coordinator Device: It communicates with routers. This device is used for
connecting the devices.

» Zigbee Router: It is used for passing the data between devices.

» Zigbee End Device: It is the device that is going to be controlled.

-
- -

o ZigBee Coordinator (FFD)

o ZigBee Router (FFD)

@ ZigBee End devices (RFD)
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Zigbee Applications:

1.
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Home Automation

Medical Data Collection
Industrial Control Systems
meter reading system

light control system

Commercial

Government Markets Worldwide

Home Networking

Wi-Fi is a wireless networking technology that allows devices such as computers (laptops
and desktops), mobile devices (smart phones and wearables), and other equipment
(printers and video cameras) to interface with the Internet.

It allows these devices--and many more--to exchange information with one another,
creating a network.

A wireless network uses radio waves, just like cell phones, televisions and radios do. In
fact, communication across a wireless network is a lot like two-way radio
communication.

Here's what happens:

1.

A computer's wireless adapter translates data into a radio signal and transmits it using an
antenna.

A wireless router receives the signal and decodes it. The router sends the information to
the internet using a physical, wired ethernet connection.

The process also works in reverse, with the router receiving information from the internet,
translating it into a radio signal and sending it to the computer's wireless adapter.

The radios used for WiFi communication are very similar to the radios used for walkie-
talkies, cell phones and other devices. They can transmit and receive radio waves, and
they can convert 1s and Os into radio waves and convert the radio waves back into 1s and
0s.

But WiFi radios have a few notable differences from other radios:

They transmit at frequencies of 2.4 GHz or 5 GHz. This frequency is considerably higher
than the frequencies used for cell phones, walkie-talkies and televisions. The higher
frequency allows the signal to carry more data.
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Ethernet Bus Animation
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ZigBee home network
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https://instrumentationtools.com/ethernet-bus-animation/
https://camiewritesblog.wordpress.com/2016/03/09/wireless-connections/
https://camiewritesblog.wordpress.com/2016/03/09/wireless-connections/
https://www.researchgate.net/figure/ZigBee-home-network-C-Using-JSON-for-Data-Exchange-In-order-to-communicate-with-the_fig1_262359882
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802.11ax Solution: Wi-Fi 6! Gen Cisco

4.6 Bluetooth and Wi-Fi Modules for Arduino
4.6.1 Bluetooth Modules for Arduino
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Components and supplies
LED (generic)
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https://www.cisco.com/c/en_ph/solutions/enterprise-networks/802-11ax-solution/index.html
https://www.cisco.com/c/en_ph/solutions/enterprise-networks/802-11ax-solution/index.html
https://www.cisco.com/c/en_ph/solutions/enterprise-networks/802-11ax-solution/index.html
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Jumper wires (generic)
Arduino UNO

HC-05 Bluetooth Module
Apps and Platforms
Arduino Bluetooth controller
Arduino IDE

Project description

In this project, 1 will show you how to control an LED using a Bluetooth. It is a very simple
project the connections are as follows:

led connections
led cathod : ground pin

led anode : digital pin 13

Bluetooth connections
RXD : arduino pin tx
tXD : arduino pin rx
vce : 5 volts

gnd :gnd

5555
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