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BUFFERING

Buffering:

>

Buffering is the process of storing data in a buffer (a_reserved memory area)

before it's transferred between devices or processes.

It compensates for speed mismatches between devices (e.g., CPU and disk),
reduces I/0 latency, and supports efficient data handling.

Buffering is a technique used in operating system to temporarily store data in

memory to improve the efficiency and performance of I/O operations.

It acts as a bridge between fast and slow devices, helping to smooth out data
flow and reduce waiting times.
For example, when streaming a video, buffering allows a portion of the video to

be preloaded so playback isn't interrupted by network delays.

Types of Buffering:

There are mainly three types of Buffering that are used in OS:

. Single Buffering
. Double Buffering

. Circular Buffering

1. Single Buffering

>

This is the simplest type of Buffering where only one system buffer is allocated

by the Operating System for the system to work with.

The producer(I/O device) produces only one block of data in the buffer for the

consumer to receive.

After one complete transaction of one block of data, the buffer memory again
produces the buffer data.

One buffer is used so it is simple to implement but when the buffer is full it can

cause delay.

Input device
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(Temporary Memory)
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2. Double Buffering

>

Input device :
Producer

Second
@

This is an upgrade over Single Buffering as instead of using one buffer data here

Receiver

two buffers are used.

The working of this is similar to the previous one, the difference is that the data

is first moved to the first buffer then it is moved to the second buffer.

Then the data is retrieved by the consumer end. Here on one hand the data is

inserted into one buffer while the data in the other buffer is processed into the

other one.

Two buffers allow simultaneous data transfer and processing.

3. Circular Buffering:

>

Double Buffering is upgraded to this, in this process more than two buffers are

used.
The mechanism which was used earlier is a bit enhanced here, where one buffer

is used to insert the data while the next one of it used to process the data that

was earlier inserted.

This chain of processing is done until the last buffer in the queue and then the

data is retrieved from the last buffer by the consumer.

This mechanism is used where we need faster data transfers and more bulky data
is transferred.

Multiple buffers arranged in a loop; ideal for high-speed or continuous data flow.

First

l lnput device E Buffer

Producer
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Buffer
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Each type improves performance by allowing overlapping of data production and
consumption.
Function:
« Synchronization: This process increases the synchronization of different
devices that are connected, so the system's performance also improves.
« Smoothening: The input and output devices have different operating speeds
and Buffer data block sizes, this process encapsulates the difference and ensures
a smooth operation.
« Efficient Usage: Using this processing technique the system overhead and the
inefficient usage of the system resources.
Working of Buffering:
The different types of Buffering work a little differently as explained in brief earlier,
but the baseline working is the same in all the types. This work is given further:
« The operating system starts with allocating memory for creating the
Buffers which can be one or more, the size of each one depends on

requirements.

HOW BUFFERING WORKS

: _——> | Data storing
Buffer Creation in buffer

‘Buffer Management

/

V

Data is processed

wnd vallevad . Buffer Flushed

 Then the data which is read from the input device is stored in the buffer, as
the buffer act as the intermediate stage between the sender and receiver.

« The details of all the buffers that are present in the operating system, details
include information like the amount of data stored in the buffer, etc. This

information helps the Operating system to manage all the buffers.
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« The data is processed and retrieved by the CPU, using this technique the CPU
works independently and improves the device's speed. This process helps in
the Asynchronous functioning of the CPU in the device.

o Then the Data in the Buffer is Flushed i.e., it is deleted and the memory is freed.
The temporary memory space is further used.

Examples:
a) Online Video Streaming:

Buffering allows videos to start playing before the entire video is downloaded,
and it helps to maintain a smooth playback experience even with temporary network
interruptions.

b) Disk I/0:

Buffers are used to store data being read from or written to the hard drive,
optimizing data transfer rates.
c) Network Communication:

Buffers are used to manage data packets being transmitted over a network,
ensuring reliable communication.
Advantages:

o Reduces number of I/O operations.

« Improves system responsiveness.

o Enables efficient multitasking.

e Supports real-time data processing.

Disadvantages:
1. High Memory Consumption:

o Buffers require dedicated memory space.

o Large or multiple buffers can reduce available memory for other processes,

especially in memory-constrained systems.
2. Latency and Delay:
o Buffering introduces a delay between data generation and processing.
o In real-time systems, this delay can be problematic and lead to missed
deadlines.
3. Stale or Inconsistent Data:

o Buffers may contain outdated data if not properly synchronized with the disk.
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o This can lead to cache coherency issues and potential data corruption when
multiple processes access the same data.
4. Cache Thrashing:
o Frequent filling and flushing of buffers can reduce their effectiveness.
o This leads to performance degradation, especially under heavy I/0 loads.
5. Complexity in Management:
o Managing multiple buffers (especially in circular or double buffering) adds
complexity to the OS.

o Improper handling can result in synchronization issues or buffer overflows.

CACHING
» Caching refers to storing frequently accessed data in a fast-access memory
(like RAM or CPU cache) so that future requests for that data can be served more
quickly.
» Caching in an operating system is a powerful technique used to speed up data
access and improve overall system performance.
Concept:
« When a program or OS component needs data, it first checks the cache.
o If the data is found (cache hit), it's retrieved instantly.
o If not (cache miss), the data is fetched from slower storage (like disk),
and then stored in the cache for future use.
o Caches use replacement policies like Least Recently Used (LRU) to manage

limited space.

Components in the Diagram:
1. CPU (Central Processing Unit):
o The brain of the computer where processing happens.

o Needs fast access to data and instructions for execution.
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2. Cache Memory:
o Small, very fast memory located close to or within the CPU.
o Stores frequently used data/instructions to reduce access time.
o Acts as a buffer between CPU and primary memory (RAM).
3. Primary Memory (Main Memory / RAM):
o Larger than cache, but slower.
o Holds the data and instructions that are currently being used by the CPU.
o Volatile — data is lost when power is off.
4. Secondary Memory (Storage devices like HDD/SSD):
o Non-volatile, large-capacity storage.
o Stores data and programs permanently.
o Much slower than primary memory.
Explanation:
1. From CPU to Cache Memory:
o When the CPU needs data, it first checks the cache (fastest access).
o If data is found (cache hit), it's used directly.
2. From Cache to Primary Memory:
o If data is not found in cache (cache miss), it is fetched from RAM.
o The data is then stored in cache for faster future access.
3. From Primary Memory to Secondary Memory:
o When RAM is full or on program start/load, data is brought in from
secondary memory (disk).
o Similarly, data not needed immediately may be swapped back to secondary
memory.
4. Direct CPU - Primary Memory:
o CPU can also access RAM directly if data is not in cache.

o

Word Block

Transfer Transfer
. W
CPU Cache ; Main
Memory | Memory
Fast Slow

The above figure illustrate how the data is access from cache memory.
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Types of Caching in OS:

and virtual memory.

Type Description Example Use Cases
Small, fast memory on the processor _
Speeds up execution of
CPU Cache (that stores frequently accessed
_ ) programs and system calls
instructions and data.
. Stores recently read or written disk File system operations,
Disk Cache
blocks in RAM. buffering I/0
Caches pages of memory-mapped files ||Virtual memory
Page Cache

management, file access

Buffer Cache

Caches raw disk blocks used by the file

Improves performance of

system. block device access
File System |Stores metadata and file contents to Directory lookups, file
Cache reduce disk access. reads/writes
DNS Cache |Stores domain name resolutions locally. |[Faster hosthame resolution
Caches HTTP responses and static Used in browsers and
Web Cache ]
content. proxies
Application [Stores data within an app’s memory
_ Reducing database load
Cache (e.g., user sessions, API responses).
Database |Caches query results or frequently Improving database
Cache accessed rows. performance
Client-Side |Caching on the user’s device (browser, ||Offline access, reduced
Cache mobile app). server requests

Server-Side

Caching on the server using tools like

Faster API responses,

content on edge servers.

Cache Redis or Memcached. session storage
Distributed |Cache spread across multiple servers or |Scalable systems,
Cache nodes. microservices
CDN Cache Content Delivery Networks cache static |Global content delivery,

reduced latency
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« Memory Hierarchy Optimization: OS uses multiple levels of cache (CPU
L1/L2/L3, RAM, disk) to reduce latency.

« Virtual Memory: Page caching helps avoid frequent disk access.

« I/O Efficiency: Buffer and file system caches reduce the cost of disk I/0O

operations.

« Process Scheduling: Caching helps maintain context and data locality for

efficient CPU

Recently Used)

the longest time.

Policy Name Description Pros Cons

Evicts the item that ~ |Can be costly to
LRU (Least Simple, effective|

hasn’t been accessed for implement due to

in many cases

tracking access order

FIFO (First-In-|Removes the oldest item|Easy to|May evict frequently
First-Out) in the cache. implement used items
LFU (Least|Discards the item||Good for|Can be skewed by old
Frequently accessed the least|repetitive access|data that was once
Used) number of times. patterns frequently used
Random Evicts a random item Unpredictable
Fast and simple
Replacement from the cache. performance
Removes the item that ) _
Optimal Not implementable in
won't be used for the|Best theoretical _ _
(Belady’s _ _ practice (requires
. longest time in the|performance
Algorithm) future knowledge)
future.
Advantages:

« Faster Data Access: Reduces latency and speeds up performance.

« Lower Resource Usage: Minimizes disk I/O and CPU load.

« Improved Scalability: Helps systems handle more users or processes

efficiently.

« Offline Access: Cached data can be accessed even without a network

connection.
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Disadvantages:
» Stale Data: Cached data may become outdated if not refreshed.
« Limited Size: Cache memory is small, requiring smart eviction strategies.
« Complexity: Managing cache consistency and replacement policies adds
complexity.

« Volatility: Data in cache is lost when the system shuts down.

Applications of Caching:
« Web Browsing
o Content Delivery Networks (CDNs)
o Database Systems
o Operating Systems
o« CPU and Memory Architecture
« Mobile Applications
e Cloud Computing
« Gaming and Graphics
e Machine Learning and Al
o File Systems
o Networking
o E-commerce Platforms
e Search Engines
« Streaming Services

e IoT Devices
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DMA (Direct Memory Access)

Definition:

Direct Memory Access (DMA) is a method that allows I/O devices to transfer data to
and from main memory without the direct involvement of the CPU. A specialized

hardware component called a DMA controller manages these transfers, freeing up

the CPU to perform other tasks.
Instead of the CPU managing every byte of data between devices and memory, a
DMA controller handles the transfer, allowing the CPU to focus on other tasks.
Improve efficiency and reduce CPU load during I/O operations.
Example: Disk drives, graphics cards, network cards, sound cards, etc.,
Need for DMA
Normally, when a device needs to transfer data:
1. The device interrupts the CPU.
2. CPU reads/writes each byte or word from/to the device.
3. This wastes CPU time.
Buses Used in DMA:

Bus Type Role in DMA

Address Carries the memory address where data will be read from or written

Bus to.

Data Bus Transfers the actual data between memory and the I/O device.

Sends control signals like DMA request, acknowledge, and interrupt
Control Bus |
signals.

Internal o o
Connects components within the DMA controller for coordination.

Bus

Steps involved in bus request:
« The DMA controller sends a Bus Request to the CPU.
« The CPU responds with a Bus Grant, temporarily relinquishing control.
« The DMA controller becomes the bus master, handling the transfer

independently.
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« Once complete, it sends an interrupt to notify the CPU.
Components:
« DMA Controller: Manages the transfer process.
« Registers:
o Address Register: Specifies memory location.
o Word Count Register: Indicates how much data to transfer.
o Control Register: Defines transfer mode and direction.

¢ With DMA, the CPU sets up the transfer once and then is free to do other

tasks.
Step-by-Step DMA Transfer:
1. CPU initializes DMA Controller with:
o Source address (e.g., device).
o Destination address (e.g., RAM).
o Size of data to transfer.

2. DMA Controller takes control of the bus to perform the transfer. hen done,

Attached Device

DMA Controller

DMA interrupts the CPU to indicate the transfer is complete.

Direct Memory Access
Explanation of the above steps:
Initialization: The CPU sets up the DMA controller with the memory address, data
size, and direction of transfer.
Transfer: The DMA controller takes control of the system bus and moves data
between the device and memory.
Completion: Once done, the DMA controller sends an interrupt to the CPU to signal
about the completion.
Working of DMA
When the processor wishes to read or write a block of data, it issues a command to

the DMA module by sending to the DMA module the following information:
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= Whether a read or write is requested, using the read or write
control line between the processor and the DMA module.
* The address of the I/0O device involved, communicated on the data
lines.
= The starting location in memory to read from or write to,
communicated on the data lines and stored by the DMA module in
its address register.
= The number of words to be read or written, again communicated
via the data lines and stored in the data count register.
o Then the processor continues with other work. It has delegated this I/O
operation to the DMA module.
o The DMA module transfers the entire block of data, one word at a time,
directly to or from memory, without going through the processor. When the

transfer is complete, the DMA module sends an interrupt signal to the

1. device driver is told to
transfer disk data to
buffer at address X CPU
5. DMA controller transfers 2. device driver tells disk
bytes to buffer X, controller to transfer C '
increasing memory bytes from disk to buffer cache
address and decreasing at address X
CuntiC=0
5. when C = 0, DMA DMA/bus/interrupt 3 =5 X
interrupts CPU to signal controller G memon hus mEmary | bater
transfer completion
3 PCI bus

3. disk controller initiates
DMA transfer

4. disk controller sends
each byte to DMA
controller

IDE disk controller

@) @

disk} (disk

processor. Thus, the processor is involved only at the beginning and end of
the transfer.
DMA Modes
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Mode

Description

Burst Mode

DMA transfers all the words/bytes of the block without

releasing the bus.

Cycle Stealing

DMA takes control of the bus for one cycle at a time ie,

when the requested bus is granted DMA transfer one
words/bytes and release the bus. Then request the CPU for

bus, this process is repeated until the whole block is

transferred.

DMA transfers only when CPU is not using the bus. Here
Transparent
Mod DMA monitors bus activity. When CPU needs the bus DMA

ode

release it immediately.
Block Transfers a block of data with a single DMA request. (DMA
Transfer locks the bus and moves the whole block in one shot)

Types of DMA

Type Description
Single-Ended |The DMA controller connects directly to one peripheral device
DMA and the main memory.
bual-Ended The DMA controller connects to both source and destination
devices (e.g., from one I/O device to another or device to
DMA memory).
Used when multiple DMA devices share the same bus.
A bus arbitration process decides which DMA device gets
Arbitrated control of the bus at a given time, preventing conflicts.
DMA Found in systems with many peripherals (e.g., network cards,
storage devices) that all need DMA access.
Interleaved |The DMA reads from one address and writes to another in an
DMA alternating cycle—read in one bus cycle, write in the next.

Advantage:

« Reduced CPU overhead: Frees CPU for other tasks.
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« Faster data transfer: Especially for large blocks of data.
« Improved multitasking: CPU can handle other processes while DMA
operates.
« Lower latency: Ideal for real-time and multimedia applications.
Disadvantage:
e Cache Coherence Issues: DMA can bypass CPU cache, leading to data
mismatches.
o System Complexity: Requires extra hardware and careful setup.
e Bus Contention: DMA and CPU may compete for the system bus,
slowing performance.
o Higher Cost: Adds to the cost due to additional controller hardware.
e Limited CPU Control: CPU has less control during DMA transfers.
e Interrupt Overhead: DMA still generates interrupts, which can affect

system speed.
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