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= Inisolated I/O, I/O devices are accessed using a separate 1/0 address space,
and special instructions like IN and OUT are used to communicate with devices.
o Memory Mapped I/O:
= Memory Mapped I/O allows the CPU to use standard memory instructions,
providing a simpler and more unified way of handling I/0.
= Memory-mapped I/O is generally more efficient in terms of software complexity,
as it allows for direct manipulation of I/O devices using normal programming
constructs.
e Hardware Implementation:
o Address Decoder:
= A critical component that differentiates between memory addresses and 1/0
addresses. It ensures that signals are routed to the correct devices based on the
address generated by the CPU.
o Bus Control Logic:
= Manages the data flow between the CPU, memory, and I/O devices. It ensures
that the data transfer is properly synchronized and that no data collisions occur
on the bus.
o Memory and I/O Mapping:
= The address space is divided into sections, with one part allocated to regular
memory and another to I/0O devices. Each I/O device is assigned specific address
ranges within this space.
e Programming with Memory Mapped 1/0:
o Accessing I/O Devices:
= |/O devices are accessed using pointers in programming languages like C. For
example, a pointer can be assigned the address of an I/O device, and standard
memory access functions can be used to read or write data.
o Interrupt Handling:
= Memory-mapped I/O devices can generate interrupts that signal the CPU when
they require attention. The CPU then uses the mapped address to interact with
the device and handle the interrupt.
o Integration with Device Drivers:
= Device drivers in operating systems often rely on memory-mapped I/O to provide
a consistent interface for interacting with hardware, allowing them to use
standard memory operations to control devices.

2.10. Interfacing Protocols: SPI, 12C, USB, CAN, Ethernet/WiFi, Bluetooth

e Introduction to Interfacing Protocols:

o Interfacing protocols define the standards and methods for communication between
embedded systems and peripheral devices. These protocols ensure data is exchanged
correctly and efficiently.

e SPI (Serial Peripheral Interface):
o Overview:
= SPlis a synchronous serial communication protocol used for short-distance
communication. It operates in full-duplex mode, meaning data can be transmitted
and received simultaneously.
o Architecture:
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= Master-Slave Configuration: One device (master) controls one or more
peripheral devices (slaves). The master generates the clock signal and initiates
communication.
= Data Lines:
= MOSI (Master Out Slave In): Line for sending data from the master to
the slave.
= MISO (Master In Slave Out): Line for sending data from the slave to the
master.
= SCK (Serial Clock): Clock signal generated by the master to synchronize
data transfer.
= S8 (Slave Select): Line used by the master to select the slave device.
o Advantages:
= High Speed: Capable of high-speed data transfer due to its synchronous nature.
= Full-Duplex Communication: Allows simultaneous data transmission and
reception.
o Disadvantages:
= Multiple Slave Devices: Requires additional lines for each slave device (SS
lines), which can become cumbersome in systems with many peripherals.
= No Standard Protocol for Data Framing: The implementation details can vary,
leading to compatibility issues.
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I12C (Inter-Integrated Circuit):
o Overview:
= |2C is a synchronous, multi-master, multi-slave, packet-switched protocol used
for communication between integrated circuits on a circuit board. It uses only two
lines for communication.
o Architecture:
= Data Lines:
= SDA (Serial Data Line): Carries the data to and from the devices.
= SCL (Serial Clock Line): Provides the clock signal for synchronization.
= Addressing:
= Devices on the bus are addressed using unique 7-bit or 10-bit addresses.
o Advantages:
= Simplified Wiring: Only requires two lines regardless of the number of devices.
= Multi-Master Capability: Multiple masters can exist on the same bus, allowing
for flexible system design.
o Disadvantages:
= Speed Limitations: Generally slower compared to SPI, with speeds typically up
to 400 kbps or 1 Mbps in high-speed mode.
= Bus Contention: Multiple devices on the bus can lead to bus contention and
potential data collision.
USB (Universal Serial Bus):
o Overview:
= USB is a widely-used standard for connecting peripherals to computers. It
supports plug-and-play and hot-swapping capabilities.
o Architecture:
= Data Lines:
= D+ and D-: Differential data lines used for communication.
= Vbus: Provides power to connected devices.
= GND: Ground connection.
= Data Transfer Modes:
= Control Transfer: Used for configuration and command operations.
= Bulk Transfer: For large amounts of data, such as file transfers.
= Interrupt Transfer: For low-latency, small data transfers.
= |sochronous Transfer: For continuous data streams, such as audio and

video.
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o Advantages:
= High Data Transfer Rates: Supports speeds up to 5 Gbps (USB 3.0) and 10
Gbps (USB 3.1).
= Standardized Connectors: Reduces the complexity of connecting devices.
o Disadvantages:
= Complex Protocol: Requires complex hardware and software for
implementation.
= Power Consumption: Power requirements can be higher compared to simpler
protocols.
CAN (Controller Area Network):
o Overview:
= CAN is a robust vehicle bus standard designed for automotive and industrial
applications. It supports real-time communication and fault tolerance.
o Architecture:
= Data Lines:
= CAN_H and CAN_L: Differential lines used for data transmission.
= Message-Based Protocol:
= Messages are transmitted with identifiers and are received by all nodes
on the network, with each node deciding if it should process the message.
o Advantages:
= Fault Tolerance: Supports error detection and correction mechanisms.
= Real-Time Performance: Suitable for real-time control systems.
o Disadvantages:
= Limited Data Rate: Maximum speed is typically 1 Mbps, which may not be
sufficient for high-speed applications.
= Complexity: Requires more sophisticated error handling and management.
Ethernet/WiFi:
o Overview:
= Ethernet: A widely used networking technology for local area networks (LANSs). It
supports high-speed data transfer and large networks.
=  WIiFi: A wireless networking technology that provides connectivity over short
distances using radio waves.
o Ethernet Architecture:
= Data Lines:
= Twisted Pair or Fiber Optic Cables: Used for transmitting data packets.
= Protocols:
= TCPI/IP: A suite of protocols used for communication over Ethernet
networks.
o WiFi Architecture:
= Frequency Bands: Operates on 2.4 GHz and 5 GHz bands.
= Protocols:
= 802.11a/b/g/n/ac: Standards for wireless communication with varying
data rates and ranges.
o Advantages:
= High Data Rates: Ethernet supports speeds up to 100 Gbps, while WiFi can
reach up to 9.6 Gbps (WiFi 6).
= Flexibility: Wireless connectivity provided by WiFi allows for greater mobility and
ease of access.
o Disadvantages:
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= Ethernet Cabling: Requires physical cabling which can be cumbersome in large

installations.
=  WiFi Interference: Susceptible to interference from other wireless devices and

environmental factors.
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e Bluetooth:
o Overview:

= Bluetooth is a wireless technology used for short-range communication between

devices.
o Architecture:

= Frequency Band: Operates in the 2.4 GHz ISM band.

= Profiles:

= Audio Streaming (A2DP): For transmitting audio.
= File Transfer (FTP): For exchanging files between devices.
= Human Interface Device (HID): For input devices like keyboards and

mice.
o Advantages:

= Low Power Consumption: Designed for low-power, battery-operated devices.
= Ease of Pairing: Simple setup and pairing process for connecting devices.

o Disadvantages:

= Limited Range: Typically up to 100 meters, depending on the Bluetooth class

and environment.

= Lower Data Rate: Maximum data rate of 3 Mbps, which may be insufficient for
high-bandwidth applications.

Speed limit varies from 100kbps,
400kbps, 1mbps, 3.4mbps depending
on i2c version.
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More Overhead (due to
acknowledgement, start, stop)
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