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4.1 ANSIBLE INTRODUCTION, INSTALLATION

Ansible is an IT automation engine that automates various IT tasks like server setup,
application deployment, and cloud management. It uses simple, easy-to-read YAML instructions

to define tasks and can manage multiple systems at once.
The following are some important features of Ansible:

e No extra software or security setup needed.
e Uses YAML (Yet Another Markup Language) in the form of playbooks, allowing
automation tasks to be written in easy-to-read, English-like syntax.

e Works with users, cloud services, and CMDB.
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Simplified, agentless SSH-based
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Working of Ansible

Ansible follows a push-based model where the control node pushes configurations to

managed nodes.

Basic Workflow:

Define Inventory: Begin by creating an inventory file that lists all the managed nodes. You
can group these nodes logically for easier management, allowing for targeted operations on

specific sets of systems.
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Write Playbook: Develop a playbook that outlines the sequence of tasks you want to execute on
the managed nodes. Playbooks are written in YAML and define both the order and specifics of

operations, utilizing Ansible's modules for various actions.

Execute Playbook: Once the playbook is ready, execute it from the control node. Ansible connects
to each managed node (either via SSH for Linux systems or WinRM for Windows systems), runs

the specified tasks, and disconnects automatically once complete.

Idempotency: One of Ansible's core strengths is its idempotency. Running the same playbook
multiple times ensures that the managed nodes maintain the same desired state, preventing
accidental or unintended changes with each execution.

Ansible Architecture
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The Ansible architecture consists of users who create playbooks (instructions) that tell

Ansible (the automation tool) what to do on different hosts (computers or servers). Ansible uses
modules to perform tasks, and it connects to the hosts through connection plugins (like SSH).
There are plugins to add extra features, and Ansible can even work with machines in the cloud
(private or public). This whole system helps you automate boring or repetitive tasks, making your
job easier and faster.

Components of Ansible Architecture:

1. Users:The users are system administrators, DevOps engineers, or anyone who needs to

automate tasks on servers or cloud resources.
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Users interact with Ansible by writing playbooks and managing inventories. They initiate
the automation tasks and decide which machines (hosts) need to be configured or managed.
2. Ansible

Ansible is the automation tool at the center of this architecture. It is responsible for
executing tasks that automate IT operations like installing software, setting up configurations, or

deploying applications.

Ansible doesn't require an agent installed on the remote machines. It uses SSH (or other
methods) to communicate directly with the hosts.

3. Host Inventory

This is a list of all the machines that Ansible will manage. It contains the IP addresses or

hostnames of the servers, virtual machines, or cloud instances.

When you run an automation task (like a playbook), Ansible knows which machines (hosts)
to apply the task to because it checks the host inventory. You can also group hosts into categories

(for example, all web servers) to target specific machines.
4. Playbooks

A playbook isa Y AML file containing a series of tasks to be executed by Ansible. It defines
the actions that Ansible will perform on the hosts defined in the inventory.

5. Core Modules and Custom Modules

e Core Modules: These are the default modules that come with Ansible. For example, apt is
used to manage packages on Debian-based systems, and service is used to start/stop services.
e Custom Modules: Sometimes, Ansible's built-in modules might not be enough. You can create
custom modules to meet specific needs. For example, if you have a unique application or

environment, you can write your own module to automate its management.

6. Plugins (Email, Logging, Other)

These are additional modules that can extend Ansible’s functionality. Plugins might

include email notifications, logging, or others to customize or enhance the automation process.
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7. Connection Plugins
Connection plugins handle how Ansible connects to the remote machines (hosts).

The most common connection method is SSH (for Linux machines). This means Ansible

will use SSH to remotely execute commands on the hosts.
For Windows, Ansible uses WinRM (Windows Remote Management) as a connection plugin.
8. Private/Public Cloud

This indicates that Ansible can interact with both private and public cloud environments to

automate the deployment and management of cloud-based infrastructure.

Private Cloud: Your internal cloud infrastructure (such as OpenStack or VMware).
Public Cloud: Cloud platforms like Amazon AWS, Microsoft Azure, or Google Cloud
9. Hosts (Host 1, Host 2, Host 3... Host N)

e Hosts are the machines (servers, virtual machines, or containers) that Ansible manages.
e They can be part of your private or public cloud infrastructure or even physical machines.
e You can define a group of hosts (like all web servers or all database servers) and then run

tasks on all of them at once.

Use Cases of Ansible
Here are some real-world use cases explaining how organizations uses Ansible:
1. Cloud Infrastructure Provisioning

Organizations utilize Ansible to automate the provisioning of cloud resources across
platforms like AWS, Azure, and Google Cloud. For instance, a company can use Ansible
playbooks to launch EC2 instances, configure networking, and deploy applications consistently

across multiple environments.
2. Network Device Automation

Network engineers employ Ansible to automate the configuration of network devices such

as routers, switches, and firewalls. This includes tasks like setting up VLANS, applying security
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policies, and ensuring compliance with network standards, leading to consistent and error-free

network configurations.
3. Security and Compliance Enforcement

Ansible assists in automating security configurations and compliance checks across IT
infrastructures. Organizations use Ansible playbooks to enforce security policies, manage user
permissions, and apply patches, ensuring systems are secure and compliant with industry

standards.
4. Disaster Recovery Automation

In disaster recovery scenarios, Ansible automates the restoration of services by executing
predefined playbooks that restore configurations, reinstall software, and reapply settings,

minimizing downtime and ensuring business continuity.
5. Application Deployment and CI/CD Integration

Development teams integrate Ansible into their CI/CD pipelines to automate the
deployment of applications. Ansible playbooks can automate tasks like pulling the latest code,
running tests, and deploying applications to various environments, facilitating continuous

integration and delivery.
Working of ansible

There are many similar automation tools available like Puppet, Capistrano, Chef, Salt,

Space Walk etc, but Ansible categorize into two types of server: controlling machines and nodes.

The controlling machine, where Ansible is installed and Nodes are managed by this
controlling machine over SSH. The location of nodes are specified by controlling machine through
its inventory.The controlling machine (Ansible) deploys modules to nodes using SSH protocol and
these modules are stored temporarily on remote nodes and communicate with the Ansible machine

through a JSON connection over the standard output.

Ansible is agent-less, that means no need of any agent installation on remote nodes, so it
means there are no any background daemons or programs are executing for Ansible, when it’s not

managing any nodes.Ansible can handle 100’s of nodes from a single system over SSH connection
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and the entire operation can be handled and executed by one single command ‘ansible’. But, in
some cases, where you required to execute multiple commands for a deployment, here we can
build playbooks.Playbooks are bunch of commands which can perform multiple tasks and each
playbooks are in YAML file format.

4.2. STEPS FOR INSTALLATION OF ANSIBLE

The Linux Virtual Machine on

Step 1: Update your system packages

Before installing, make sure your system is up to date.
sudo apt update
sudo apt upgrade —y

Step 2: Install required dependencies

Install software properties (to manage repositories easily):
sudo apt install software-properties-common —y

Step 3: Add the Ansible repository

Add the official Ansible PPA (Personal Package Archive):
sudo add-apt-repository --yes --update ppa:ansible/ansible
sudo yum install epel-release —y

Step 4: Install Ansible

Now install Ansible using:

sudo apt install ansible -y
Step 5: Verify the installation
Check if Ansible is installed correctly:
ansible —version
Step 6: Configure Inventory File

The inventory file lists the servers Ansible manages.
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Default location:

[etc/ansible/hosts

[webservers]

192.168.1.10

192.168.1.11

Step 7: Test Connection to Managed Nodes

You can test whether Ansible connects properly to the remote nodes (make sure SSH
access is set up):

ansible all -m ping
If everything is configured properly, you’ll get:
92.168.1.10 | SUCCESS => {"changed": false, "ping": "pong"}

Alternative Installation (Using pip)
If you prefer using Python’s package manager
sudo apt install python3-pip -y
pip3 install ansible
Check version:
ansible —version
Uninstall (if needed)
To remove Ansible:

sudo apt remove ansible -y
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